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Executive Summary

[1]. The Cypriot Data Protection Authority, named by the relevant law as
the Commissioner for the Protection of Personal Data, was set up in
2002 by the Processing of Personal Data (Protection of the Individual)
Law of 2001 and amended in 2004 and has operated since May 2002.
The role of the Commissioner is to safeguard personal data by
protecting personal information relating to an individual against its
unauthorised and illegal collection, recording and further use and it
also grants the individual certain rights, such as the right of
information, the right of access and the right of objection and provides
for the procedure of submitting complaints to the Commissioner for
violations of the law. The Commissioner may impose on the
controllers or their representatives a number of administrative
sanctions and has on a number of occasions made use of this right.
Since its inception, the office of the Commissioner for Personal Data
Protection publishes annually a report setting out its activities; the
latest published annual report concerns the year 2007.

[1]. The Processing of Personal Data (Protection of the Individual) Law of
2001 vests the Commissioner with fewer powers than required by
Article 28 of Directive 95/46/EC. The powers granted to the
Commissioner include the right to be consulted in the preparation of
regulation or the adoption of measures, if requested, investigative
powers and powers of intervention. However, the Commissioner does
not have the power to engage in legal proceedings or to bring
violations to the attention of judicial authorities. The European
Commission has notified that there are sections of the Processing of
Personal Data Law of 2001 that do not comply with the European
Data Protection Directive including the provisions on the right of
information, transfer of data to third countries and other procedural
mechanisms. The Data Protection Authority has drafted amending
legislation which purports to bring the law in line with the Directive
but it is yet to be tabled in Parliament.

[2]. A problematic area in the institutional framework of the data
protection authority is the fact that the staff consists of public servants
falling under the administration of the Public Service and the
Statistical Service, whilst the Data Protection Commissioner is not
involved in their selection or in the determination of their required
qualifications. The Commissioner is of the opinion that the current
procedure, which leaves her with no opportunity to select the most
suitable staff, is compromising the independence of the institution and
its effective functioning. An additional limitation of the data
protection authority is the fact that it is underfunded and understaffed.
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[3]. In addition to the limitations indicated above, one of the main
obstacles facing the data protection authority is the lack of
mechanism to address the problem of non-cooperation by controllers
of personal data or by third parties during investigation of complaints
or during self-initiated investigations conducted by the
Commissioner. The data protection authority has proposed
amendments to the law to address this procedural weakness.

[4]. In general there is a good record of compliance with the
recommendations of the authority. However, the authority cannot
monitor compliance in every case it handles.

[5]. Since 2002, the data protection authority has been involved in
various awareness raising activities such as number of press
conferences, open seminars to the public, as well as lectures by
officers of the authority to organisations in the private and in the
public sector. Also, there are various websites offering information
regarding data protection, including the website of the Cypriot data
protection authority. However, there are no studies and/or surveys on
the level of awareness regarding data protection law and rights in

Cyprus.
1. Overview
[6]. The Cypriot Data Protection Authority was established in 2002 on the

basis of the Processing of Personal Data (Protection of the Individual)
Law of 2001 as amended in 2004. The office of the Commissioner for
the Protection of Personal Data is named as the institution empowered
and obliged by law to fulfil the task of safeguarding personal data by
protecting personal information relating to an individual against its
unauthorised and illegal collecting, processing and maintaining such
data. Moreover, the above mentioned law grants individual rights,
such as the right of information, the right of access and the right of
objection and provides for the procedure of submitting complaints to
the Commissioner for violations of the law. The Commissioner is
responsible for monitoring and safeguarding such rights and may
impose on the controllers or their representatives a number of
administrative sanctions and has on a number of occasions made use
of this right. The main impetus for the establishment of the Data
Protection Authority was the harmonisation process in the light of
accession to the EU and compliance with the EU acquis under
Directive 95/46/EC of 24 October 1995 of the European Parliament
and of the Council on the protection of individuals with regard to the
processing of personal data as well as other provisions that are part of

4

The views expressed in this thematic legal study do not necessarily reflect the views or the official position of the FRA.



Thematic Legal Study on the assessment of data protection measures and relevant institutions in Cyprus

the EU acquis.! However the Cypriot law does not fully comply with
the EU acquis; there is currently a draft legislation to amend the
original law.

[7]. Constitutionally the functions of the Data Protection Authority fall
within the wider remit of human rights protection and in particular the
right to privacy and private life based on constitutional and
international standards relevant for data protection in Cyprus. The
right to private and family life is safeguarded by article 15 of the
Cypriot Constitution and article 8 of the ECHR to the extent that the
processing of personal data adversely affects the private and family
life. Moreover, article 17 of the Cypriot Constitution provides that
every person has the right to respect for, and to the secrecy of, his
correspondence and other communication, if such other
communication is made through means not prohibited by law. Also a
number of international instruments provide the standards for these
rights such Council of Europe instruments > and other UN
instruments.?

[8]. The Commissioner for the Protection of Personal Data is the only
body which specialises on the subject and has powers and personnel to
monitor the collection and processing of personal data. Prior to the
establishment of this institution there was no other body responsible,
except for the general Courts who have jurisdiction to enforce the law
and safeguard human rights and, to some extent, the Commissioner for
Administration (ombudsman) to the extent that this institution is
granted powers for safeguarding private life from abuse and
maladministration by public authorities.

[9]. The powers granted to the data protection Commissioner include the
right to be consulted in the preparation of regulation or the adoption of
measures, if requested, investigative powers and powers of
intervention. The office of the data protection Commissioner
publishes annually a report setting out its activities. However, the
Commissioner does not have the power to engage in legal proceedings
or to bring violations to the attention of judicial authorities.

! Such as Regulation 45/2001/EC and Directive 2006/24/EC.

2 Recommendation Rec(87)15 addressed by the Committee of Ministers to the Member States of
the Council of Europe, regulating the use of personal data in the police sector, adopted by the
Committee of Ministers on 17 September 1987, at 401st meeting of the Ministers’ Deputies The
Convention for the Protection of Individuals with regard to Automatic Processing of Personal
Data (1981). The Additional Protocol to the Convention for the Protection of Individuals with
regard to Automatic Processing of Personal Data, regarding Supervisory Authorities and
Transhorder Dataflow (2001).The Convention on Human Rights and Biomedicine (1997),
especially its Article 10 on ‘Private life and right to information’.

%such as Article 17 of the International Covenant on Civil and Political Rights (ICCPR, 1966) and
the General Comment No. 16 on Article 17 ICCPR (especially its paragraph 10 on personal
data).The Guidelines for the Regulation of Computerized Personal Data Files adopted by a
resolution of the General Assembly of the United Nations on the 14th December 1990.
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[10]. During 2007 a highly controversial case that has received media
attention and caused public debates concerned the collective
complaint of the employees of the Commission for the Protection of
Competition against their former Chair for subjecting them pervasive
workplace surveillance via a monitoring system included CCTV
cameras. Other than that, there has been little national debate on data
protection or on any deficiencies in effective data protection.. Overall
the data protection system is quite effective as there seems to be
compliance with the Data Protection Authority’s decisions and
recommendations. However, there are deficiencies primarily related to
the questions of selection of staff and limited funding, which may
compromise the independence of the institution and its effective
functioning.

2. Data Protection Authority

[11]. The institution of the Commissioner for Personal Data Protection was
set up by the Processing of Personal Data (Protection of the
Individual) Law of 2001* as amended’ and section 106 of the Law on
Regulation of Electronic Communications and Postal Services of
2004.° The current Commissioner was appointed on 01.03.2002 and
her office started operating in May 2002. The appointment is for four
years and the current Commissioner is running her second term in
office. The legislative framework is based on the Greek model of a
single person institution.” The role of the Commissioner is to
safeguard personal data by protecting personal information relating to
an individual against its unauthorised and illegal collection, recording
and further use. The law also grants the individual a number of rights,
mainly the right of information, the right of access to and the right to
object to data collected, as well as the right to submit a complaint to
the Data Protection Commissioner on issues pertaining to the
application of the Law. The Data Protection Commissioner issues
Annual Reports which are posted in her website, containing statistical
data on complaints investigated and summaries of activities.

[12]. The Data Protection Commissioner has competence to monitor the
implementation of the laws on Processing of Personal Data, as well as
all other issues that relate to the protection of the individual in matters

* Cyprus/Law No. 138(I)/2001.

® Cyprus/Law No. 37(1)/2003.

¢ Cyprus/Law No.112(1)/2004.

"See the website of the Commissioner for Personal Data Protection
http://www.dataprotection.gov.cy/dataprotection/dataprotection.nsf/index_gr/index_gr?OpenDoc
ument (28.01.2009).
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of processing of personal data including the relevant articles of the
Constitution of the Republic of Cyprus.

[13]. The powers vested in the data protection authority do not meet the
requirements of Article 28 of Directive 95/46/EC and are thus
insufficient to ensure effective data protection. A detailed examination
of each of the powers listed under paragraphs 2-4 of Article 28 of
Directive 95/46/EC reveals that only some of these powers are granted
to the Cypriot Data Protection Authority, namely the right to be
consulted in the preparation of regulations or the adoption of
measures, investigative powers, powers of intervention. However the
Commissioner was not vested with power to engage in legal
proceedings or to bring violations to the attention of judicial
authorities.

[14]. In 2005 the European Commission notified the Data Protection
Commissioner that there were sections of its Processing of Personal
Data Law of 2001 that did not comply with European Data Protection
Directive. These included the provisions on the right of information,
transfer of data to third countries and procedural mechanisms.® The
Data Protection Commissioner has drafted amending legislation which
purports to bring the law in line with Directive 95/46/EC. At the time
of writing, the said draft legislation was being examined by the
Ministry of Interior, following which it will be sent to the Law Office
of the Republic before sent to Parliament.’

[15]. The Processing of Personal Data (Protection of the Individual) Law of
2001' as amended'' provides that the Supervisory authority has the
right to consultation in the preparation of regulation or the adoption of
measures: “the Council of Ministers, shall on the Commissioner's
recommendation, make Regulations for the better implementation of
this Law.”™ In terms of investigative powers, powers of intervention,
and power to engage in legal proceedings or to bring violations to the
attention of judicial authorities the Commissioner has a wide ambit of
powers. These include the following:

e The power to “issue directions for the uniform application of

provisions concerning the protection of individuals with

regard to the processing of personal data”.*®

® See http://ec.europa.eu/justice_home/fsj/privacy/docs/wpdocs/2006/9th_annual report_en.pdf
(28.01.2009).

® Information provided by the Officer of the Commissioner for Personal Data Protection, Noni

Avraam. The researchers have not viewed the proposed amendments.

10 Cyprus/Law No. 138(1)/2001.

1 Cyprus/Law No. 37(1)/2003.

12 Cyprus/Law No. 138(I)/2001, Sec. 27.(1)

13 Cyprus/Law No. 138(I)/2001, Section 23(a)
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e The power to call and assist professional associations and
other unions of natural or legal persons which keep filing
systems of personal data, in drawing up codes of conduct so
as to better protect private life and the rights and
fundamental liberties of natural persons in their field of
activity."

e The power to submit recommendations and suggestions to
controllers or their representatives, if any, and to give, in his
discretion, publicity thereto.*

e The power to grant the licenses provided by this Law.°

e The power to report any violation of the Law to the
competent authorities."’

e The power to impose the following administrative
sanctions:*®
(a) warning with a specific time-limit for termination of
the contravention;
(b) a fine of up to £5000 (Euros 8,544);
(c) temporary revocation of a license;
(d) permanent revocation of a license;
(e) the destruction of a filing system or the cessation of
processing and the destruction of the relevant data.

e The power to conduct administrative inquiries.™

e The power to conduct, on her own initiative or following a
complaint, an administrative inquiry on any filing system
and, for this purpose, to have access to personal data and
collection of any information, including confidential
information  (except information covered by the
confidentiality between advocate and client). Exceptionally,
the Commissioner is excluded from access to the particulars
of collaborators whose names are kept for reasons of
national security or for the detection of particularly serious
crimes. %

1 Cyprus/Law No. 138(1)/2001, Section 23(b)
1% Cyprus/Law No. 138(1)/2001, Section 23(c)
16 Cyprus/Law No. 138(1)/2001, Section 23(d)
7 Cyprus/Law No. 138(1)/2001, Section 23(e)
18 Cyprus/Law No. 138(1)/2001, Sections 23(f) and 25.
19 Cyprus/Law No. 138(1)/2001, Section 23(g)
2 Cyprus/Law No. 138(I)/2001, Section 23(h)
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e The power to reach a decision on any regulation relating to
the processing and protection of personal data.?

e The power to issue rules, directions and instruments for the
regulation of specific, technical and detailed matters within
the ambit of the law.?

e The power to draw up annual reports on her activities during
the preceding calendar year, which must, inter alia, indicate
the necessary legislative amendments that may be required,
in the field of protection of individuals with regard to the
processing of personal data.?®

e The power to examine complaints relating to the application
of this Law and the protection of the rights of the applicants,
when these are affected by the processing of data concerning
them, and applications requesting the control and
ascertainment of the legality of such processing and to
inform the applicants of action taken pursuant to their
complaints.?*

e The power to maintain registers as required by the law.
e The power to co-operate with the corresponding Authorities

of other EU Member States of the European Union and the
Council of Europe in relation to the exercise of her

functions.

[16]. The Commissioner does not have the power to engage in legal
proceedings or to bring violations to the attention of judicial
authorities.

[17]. During 2006 the Commissioner received 10 applications for transfer

of data to third countries and approved six of them. During that year,
the Commissioner for Personal Data Protection also received 175
complaints, the bulk of which (46 per cent) concerned spam via e-
mail, SMS or fax. Eighty-two per cent of the complaints were directed
against the private sector and most of them concerned unsolicited
advertising; 10 per cent were directed against the public sector and
eight per cent against public law bodies.® On 23.05.2007 the

2! Cyprus/Law No. 138(I)/2001, Section 23(i)

22 Cyprus/Law No. 138(1)/2001, Section 23(j)

ZCyprus/Law No. 138(1)/2001, Section 23(k)

24 Cyprus/Law No. 138(1)/2001, Section 23(1)

% See
http://www.dataprotection.gov.cy/dataprotection/dataprotection.nsf/All/228 A250E0D 952019
C22573A0002B9E53/$file/Annual%20Report%202006.pdf?OpenElement
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Commissioner for Personal Data Protection for the first time fined an
individual with CYP2000 (Euros 3417) for repeatedly sending
advertising messages to a large number of complainants and for
ignoring the Commissioner’s repeated warnings.

[18]. Regarding the powers of the Commissioner to issue permits for
connection and transfer of data, inspect records, investigate
complaints, impose sanctions and receive as provided for by the
law,”® the Commissioner has supplied the following statistical data
regarding her activities in the last 5 years:

e Connection Licences: During 2004 she granted four Connection
Licences; during 2005 five Connection Licences; during 2006
five Connection Licences; during 2007 five Connection
Licences; and during 2008 nine Connection Licences.

e Transfer Licences: During 2003 she granted four Transfer
Licences; during 2004 five Transfer Licences; during 2005 five
Transfer Licences; during 2006 12 Transfer Licences; during
2007 15 Transfer Licences; and during 2008 ten Transfer
Licences.

e Records inspections: During 2003 two such inspections were
conducted; during 2004 there were five inspections; in 2005
also five inspections; during 2006 there were two inspections;
during 2007 there was one inspection; and during 2008 there
were two inspections.

e Complaints investigated: in 2002 three complaints were
received; during 2003 there were 27 complaints received;
during 2004, 138 complaints were received; during 2005 there
were 172 complaints received; during 2006 there were 179
complaints received; during 2007 there were 241 complaints
received; and in 2008, 209 complaints were received.

e Imposition of administrative sanctions: in 2004 there were five
cases; in 2005 there were three cases; in 2006 there was one
case; in 2007 there were four cases; in 2008 there were three
cases.

e Notification of filing systems®’: during the years 2001-2003
there were 1370 notifications submitted; in 2004 there were

% By sect. 23 of Cyprus/Law 138(1)/2001.

27 According to section 7(1) of the data protection law (Cyprus/Law No. 138(1)/2001), a controller
must notify the Commissioner in writing about the establishment and operation of a filing system
or the commencement of processing.
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249 notifications; in 2005 there were 108 notifications; in
2006 there were 121 notifications; in 2007 there were 90
notifications; and in 2008 there were 194 notifications
submitted. For the year 2008, the sector breakdown is as
follows: 110 notifications were submitted from the public
sector, 19 notifications from public corporate bodies and 65
from the private sector

[19]. The remit of the data protection authority covers all the main areas in
the public and private domain. It covers living natural persons, as well
as automated, partially automated, and in some cases, non-automated
processing operations, both in the public and the private sectors. The
scope of the data protection law also covers the domain of Cypriot law
in two instances: (a) by virtue of public international law or (b) by a
data controller who is not resident in the Republic, who, for the
purpose of processing personal data, has recourse to automated or
other means existing in the Republic, unless they were used only for
the purpose of transmitting the data through the Republic. However, in
order for the Law to be applicable, a data controller resident in the
Republic must carry out the processing of personal data. Outside the
remit of the law is where the processing of personal data is carried out
by a natural person for the exercise of exclusively personal or
domestic activities. No other limitations of its remit can be located.

[20]. According to the national data protection legislation? the personnel of
the office of the Commissioner shall possess the qualifications to be
prescribed by Regulations. Such Regulations have not up to now been
passed and the officers serving in the office of the Commissioner are
civil servants seconded from the Government Department of
Information Technology Services and the Department of Public
Administration and Personnel. The Office has operated since
1.05.2002 with two officers and four supporting staff; for 2003 there
were four officers and five supporting staff. The costs for these years
were covered by the budget of the Ministry of Interior. The office had
its own budget with the same staff since 2004 with a budget of Cyprus
pounds 117,000 (Euros 199,931). In 2005 this was raised to Cyprus
Pounds 123,500 (Euros 210,184) with five officers (including one
senior officer) and five supporting staff. For 2006 the budget was
Euros 221,000 with the same staff levels as 2005. For 2007 the budget
was Euros 245,800 for six officers and six supporting staff. For 2008
the budget was Euros 303,000 for six permanent officers and seven
supporting staff (two computer officers and four in secretarial posts).”
The Commissioner’s Annual report for 2006 refers to the problem of

28 Cyprus/Law No. 138(1)/2001, Section 22(1).
%9 | etter to researchers by the Commissioner for Personal Data Protection 2.2.2009 (File No.
04.01.002).
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under-staffing of the Commissioner’s office which inevitably results
in the inadequate execution of its tasks, a fact commented upon by the
Schengen Evaluation Committee as affecting also the impartiality of
the institution. The Commissioner herself, in her letter to the
researchers dated 02.02.2009, states that the fact that her staff consists
of public servants in whose recruitment she is not involved, is a factor
that affects the independence and effective functioning of the
institution. It had always been the demand of the Commissioner since
the establishment of the institution, also adopted by the Schengen
Evaluation on the capacity of Cyprus to implement the Schengen
acquis during the evaluation on personal data, to set up positions
specifically for the Office of the Commissioner for Personal Data
Protection; however this demand was not accepted.30

[21]. The Law provides for the independence of the Commissioner by
stating that “in the exercise of his duties, the Commissioner shall act
according to his conscience and in accordance with the law” and
“shall be subject to a duty of confidentiality, which shall continue to
exist even after he ceases to be the Commissioner.” % Moreover, it
provides that “as a witness or expert witness he may only give [advice
or testimony] on matters which relate to the compliance by the
controllers with the provisions of this Law.”* Apart from the staffing
issues referred to above no concerns have been raised by the
Commissioner as to the independence of the data protection authority.
Also, in the researchers’ opinion, the overall functioning of the
institution does not raise concerns regarding its impartiality or
independence.

[22]. The mandate of the Commissioner for Personal Data Protection is
provided in the Law on Processing of Personal Data N.138(1)/2001, as
amended by Law N.37(1)/2003. The law prohibits the collection and
processing of sensitive personal data and lists the circumstances under
which this is exceptionally allowed. Under article 6(3) of Law
138(1)/2001, the Council of Ministers may issue regulations following
a proposal by the Personal Commissioner for Personal Data
Protection, on the processing of data in cases other than the ones
provided for under the law when there are serious reasons of public
interest involved. The Law regulating Electronic Communication and
Postal Services N.112(I)/2004 that purports to transpose inter alia
Directive 2002/58/EC regulates the secrecy of communications and

%0 | etter to researchers by the Commissioner for Personal Data Protection 2.2.2009 (File No.

04.01.002).

$1Cyprus/Law No. 138(1)/2001, Section 27(1).
%2gection 21.(1), Cyprus/Law on Data Protection 2001. The reference of art. 28 of the Directive
require that “these authorities shall act with complete independence in exercising the functions
entrusted to them.”
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the use of traffic and location data, telephone directories and
unsolicited communications. Moreover, it complements the provisions
of the Law for the Processing of Personal Data and provides for the
protection of the legitimate interests of subscribers of electronic
communications networks and services who are legal persons. Section
98 of the Law provides for the appropriate technical and
organizational measures to be taken by providers of publicly available
electronic communications services and networks to safeguard the
security of their services and networks. Section 99 provides for the
confidentiality of the communications and related traffic data. With
regard to traffic data, Section 100 provides that such data relating to
subscribers and users processed and stored by the provider of a public
communications network or publicly available electronic
communications service must be erased or made anonymous when it
is no longer needed for the purpose of the transmission of a
communication. The data protection authority is quite proactive and
has become active on its own initiative with investigations and audits.
Its decisions and/or opinions are readily available to the public: a
summary of the main decisions is included in the Annual Reports
published on the Commissioner’ website and the full decisions, save
for the details of the complainants, can be made available on request.

[23]. On 23.11.2001 the Council of Europe Convention for the Protection of
Individuals with regard to Automatic Processing of Personal Data
1981 was transferred into national law through Ratifying Law N.
28(111)/2001. On 4.7.2003 the Additional Protocol of the said
Convention was transferred into national law through ratifying Law N.
30(111)/2003.

[24]. The monitoring role of the data protection authority in Cyprus is well
practiced. Violations of data protection legislation (especially
information duties) are detected via complaints by individuals, media
exposure and via self-initiated investigations of the data protection
authority. The data protection authority often acts proactively as it
takes up any information that is in the public domain or that comes to
the authority’s attention through the media or otherwise in order to
commence an investigation.

[25]. According to the Commissioner the Opinions of the Working Party of
Article 29 of Directive 95/46 are “the guidelines for the data
protection” and are described as “useful tools in the interpretation

and/or better implementation of the law”. *

[26]. The data protection authority performs a multifaceted advisory role as
provided by the law; it is empowered to call and assist professional

% |_etter to researchers by the Commissioner for Personal Data Protection 2.2.2009 (File No.
04.01.002).
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associations and other unions of natural or legal persons which keep
filing systems of personal data, in drawing up codes of conduct so as
to better protect private life and the rights and fundamental liberties of
natural persons in their field of activity.** Also the data protection
authority is empowered to make recommendations and regulations for
the better implementation of this Law.* In practice the data protection
authority participates in law-making commissions that contain
provisions relevant to the collection and processing of personal data
and participates in meetings of the various Parliamentary Committees
during the debate of the relevant legislation.®

[27]. Since 2002, the data protection authority has been involved in various
awareness raising activities such as number of press conferences, open
seminars to the public, as well as lectures by officers of the authority
to organisations in the public as well as the private sector. In 2005,
2006 and 2007 the Office engaged in numerous public awareness
efforts, organising seminars on the rights of data subjects and on the
lawful use of personal data and workplace monitoring. In addition,
officers of the authority delivered presentations to various
governmental departments, including the Police Academy, and also
issued informational statements to the media and the University of
Cyprus. Also the data protection authority has published and
disseminated booklets informing the public of data protection rights
and obligations and providing guidelines. The leaflets, which are also
available also on its website, provides information on how personal
data can be protected during use of the internet and recommends that
data controllers create websites that comply with data protection rules.
Another booklet includes guidelines about the lawful use of video
surveillance cameras, whilst a third one that was circulated in schools
contains information on personal data and the internet.

3. Compliance

[28]. We are informed by the data protection authority that in general there
is a good record of compliance with the recommendations of the
authority. The authority advises that a random check they carried out
showed that the majority of recommendations issued are immediately
complied with by controllers. However, due to staff shortages, the

% Under sect. 23(c) of Cyprus/Law No. 138(1)/2001.

% Cyprus/Law No. 138(1)/2001, Sec. 27.(1).

% | etter to researchers by the Commissioner for Personal Data Protection 2.2.2009 (File No.
04.01.002).
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authority does not have the capacity to check compliance on every
instance for which it has issued a recommendation. *’

[29]. The procedures for registration with the data protection Commissioner
of organisations processing personal data are set out by section 7(2) of
the Law® and are undertaken through the submission of a relevant
form of notification under this section of the law.

[30]. Although prohibited as a rule under Section 6(1) of the Law®, the
processing of sensitive data is permitted under sections 6(2) and 6(3)
which list a number of circumstances under which the processing of
sensitive data is allowed. These include processing which is necessary
so that the controller may fulfil his obligations or carry out his duties
in the field of employment law (section 6(2)(b) of the Law).

[31]. According to the data protection Commissioner, the majority of
organisations comply with the requirement for the submission of
notification under section 7 of the law. However, the Commissioner is
of the view that in terms of the provision of section 6(2)(b) of the
Law, compliance particularly in the public sector “is not satisfactory
since very few organisations have applied for and have been given
licence at this stage to process sensitive data in order to carry out their
duties in the field of employment law”.** Trade unions do not have a
role in regularly monitoring data protection in employment. The only
instance where a trade union was involved was that of the union of
public servants, which took the initiative to publicise and complain
about personal data violation in the Commission for the Protection of
Competition, as detailed in paragraph 37 below.

[32]. Each organisation is responsible for designating the procedures for the
appointment of data protection officers or similar persons with a
special expertise and special awareness raising role within private and
public organisations. The Commissioner advises that “most of the
large private institutions have designated such officers” and that the
level of compliance with the law is to a large extent detected from the
data provided in the notifications of their respective filing systems.
However, the Commissioner advises that the monitoring of
compliance on a statistical yearly basis is impossible given the under-
staffing of her office. The currently used procedure for monitoring
compliance with the legislation comprises of examining the

%7 Letter to researchers by the Commissioner for Personal Data Protection 2.2.2009 (File No.
04.01.002).

%8 Cyprus/Law No. 138(1)/2001.
% Cyprus/Law No. 138(1)/2001.

40 |_etter to researchers by the Commissioner for Personal Data Protection 2.2.2009 (File No.
04.01.002).
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notifications submitted to the Commissioner by the controllers and
through the regular exchange of correspondence with controllers,
often requiring clarification and/or recommendations on data
processing and the investigation of filing systems maintained by
controllers. *

4. Sanctions, Compensation and Legal
Consequences

[33]. Under section 25(1) of Law No. 138(1)/2001, the Commissioner may
impose on the controllers or their representatives, the following
administrative sanctions in case of contravention of their obligations
which arise from this Law and from every other regulation concerning
the protection of individuals with regard to the processing of personal
data:

e (a) a warning with a specific time-limit for termination of
the contravention;

e (b) afine of up to £5000;
e (c) temporary revocation of a license;
e (d) permanent revocation of a license;

e (e) the destruction of a filing system or the cessation of
processing and the destruction of the relevant data.

[34]. The law provides that, with the exception of the warning, the above
administrative sanctions will be imposed following a hearing with the
controller or his representative and that they shall be proportionate to
the seriousness of the relevant contravention (section 25(2) of Law
No. 138(1)/2001).

[35]. After being sanctioned, the controllers may either comply with the
sanction within a short period of time or alternatively may dispute the
decision of the Commissioner within 75 day by applying to the
Supreme Court to set aside the decision via the general challenge of
administrative action in accordance with Article 146 of the
Constitution. If the matter carries a fine, then the officer in charge of

4% Letter to researchers by the Commissioner for Personal Data Protection 2.2.2009 (File No.
04.01.002).
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processing must pay forthwith, otherwise the matter will be referred to
the District Court. Following compliance such as the submission of
the relevant forms containing the data to the Commissioner or on spot
inspection to ensure execution of the sanction such as the destruction
of documents in the presence of a representative of the data protection
authority.

[36]. In addition to the aforementioned sanctions imposed by the
Commissioner, Law No. 138(I)/2001 creates the following offences
which carry different penalties depending on the perpetrator’s motive.
In particular, offences are committed where a person:

(a). Omits to notify the Commissioner of the establishment and
operation of a filing system, the carrying out of the processing or any
change in the terms and conditions for the grant of a license;

(b). Maintains a filing system without a license or in contravention of
the terms and conditions of the license granted by the Commissioner;

(c). Proceeds to the combination of filing systems without notifying the
Commissioner;

(d). Makes a combination of filing systems without a license issued by
the Commissioner, where such a license is required, or in contravention
of the terms of the license already granted to him;

(e). Without being entitled to do so, intervenes in any way in a filing
system of personal data or acquires knowledge thereof, or removes,
alters, damages, destroys, processes, transmits, communicates the data,
or renders them accessible to persons not entitled to access or permits
such persons to acquire knowledge of the said data or makes use of
them in any way;

(f). Being a controller, does not comply with the provisions of this Law
during the processing;

(9). Being a controller, does not comply with the decisions of the
Commissioner for the exercise of the right of access, the right of
objection or the imposition of the administrative sanctions;

(h). Being a controller, transmits personal data in violation of the law,
or being a controller does not comply with a decision of the Court.

Where the aforesaid acts were intended to obtain for himself or anyone else an
unlawful financial benefit or cause injury to a third party, the person found
guilty is liable to imprisonment for a term not exceeding five years and/or to a
fine not exceeding five thousand pounds (Euros 8,544)
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Where the aforesaid acts endanger the free functioning of the government or
national security, the person found guilty shall be liable to imprisonment for a
term not exceeding five years and/or to a fine not exceeding five thousand
pounds (Euros 8,544).

If the aforesaid acts were caused by negligence, the person found guilty shall be
liable to imprisonment for a term not exceeding three years and/or to a fine not
exceeding three thousand pounds (Euros 5,126).

The offences committed in contravention of the provisions of this section for
which no other penalty is provided, are punishable with imprisonment for a
term not exceeding one year and/or with a fine not exceeding two thousand
pounds (Euros 3,417).

[37]. Avrticle 17 of the national data protection legislation*? provides that the
controller shall compensate a data subject who has suffered damage
by reason of violation of any provision of this Law, unless he proves
that he is not responsible for the event that caused the damage

[38]. To some extent the enforcement of data protection legislation through
sanctions and/or compensation payments depends largely on personal
initiative of data subjects but not entirely: the data protection authority
has been involved in self-initiated investigations and has taken up
cases from the media. Data subjects are certainly more informed and
assisted by the data protection authority via legal advice and
consultation than they were before the establishment of the data
protection authority. However, no legal representation in court
proceedings is offered and there are no NGOs who can assist in theory
or in practice operative in Cyprus. There is no legal assistance and
representation in data protection cases institutionalised (publicly
funded NGOs or associations, public bodies performing this function
etc.). The financial risk of legal procedures in data protection cases
such as court fees, fees of attorney etc. are borne by the data subject.

[39]. In July 2007 a well-known case that attracted considerable media
attention involved the collective complaint of the entire staff of the
office of the Cypriot Commission for the Protection of Competition
(CPC). The staff, which eventually went on strike with the support of
the public employees’ trade union, protested at being subjected to
pervasive workplace surveillance by the CPC’s chairman via a
monitoring system which included CCTV cameras, microphones
throughout the offices, including restrooms, which could be remote-
accessed through the personal computer of CPC’s chairman.
Moreover, the employees claimed that their emails and telephone

2 Cyprus/Law No. 138(1)/2001.
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conversations were tapped. The Cypriot police investigated their claim
for breach of privacy; however, the chairman of CPC denied some of
these claims, countering that the system was not secret and was
necessary to keep his employees on task. The Report of Privacy
International on Cyprus states that “in their ongoing investigation, the
police accessed the commissioner’s computer and discovered about
600 pictures, freeze-frames from video recordings, including some
400 of a particular female employee.” The data protection
Commissioner stated that the CPC should have notified her office of
the monitoring system, but failed to do so. Also, the Data Protection
Commissioner noted that since the CPC surveillance scandal broke,
her office received numerous similar complaints from across the
country. ® The investigation of this case by the data protection
commissioner continues. *

[40]. The data protection authority is not aware of any cases involving
compensation for a victim of violation of data protection rights. *°

5. Rights Awareness

[41]. There are no other studies and/or surveys on awareness regarding data
protection law and rights in the population and/or in special segments
of society (companies, legal practitioners, employers, civil servants
etc.) other than the two Eurobarometer surveys on data protection.*

6. Analysis of deficiencies

[42]. The main deficiencies regarding effective data protection and effective
relevant bodies/institutions concern the appointment of the staff of the
Commissioner’s office as well as the difficulties faced in cases of non-
cooperation by a controller or a third party during the investigation of
complaints or self-initiated investigations by the data protection
Commissioner. The data protection authority has proposed
amendments to the law addressing this gap.*’

“3 See http://www.privacyinternational.org/article.shtml?cmd%5B347%5D=x-347-559499
accessed 30.1.2009.

#4 Letter to researchers by the Commissioner for Personal Data Protection 2.2.2009 (File No.

04.01.002).

“ Letter to researchers by the Commissioner for Personal Data Protection 2.2.2009 (File No.

04.01.002).

% carried out in 2008 available at http:/ec.europa.eu/justice_home/fsj/privacy/news/index_en.htm

47 Letter to researchers by the Commissioner for Personal Data Protection 2.2.2009 (File No.

04.01.002). The researchers have not seen the proposed amendments.
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[43]. The data protection law covers all main areas in the public and private
domain with the general prohibition of “collection and processing of
sensitive data”. However there are areas that are exempted/ excluded
from protection, for which “the collection and processing of sensitive
data is permitted, when one or more of the following conditions are
fulfilled”:

o The data subject has given his explicit consent, unless such
consent has been obtained illegally or is contrary to accepted
moral values or a specific law provides that consent does not
lift the prohibition. *®

o Processing is necessary so that the controller may fulfil his
obligations or carry out his duties in the field of employment
law.

o Processing is necessary so that the controller may fulfil his
obligations or carry out his duties in the field of employment
law;

o Processing is necessary to protect the vital interests of the data
subject or of another person where the data subject is
physically or legally incapable of giving his consent.*®

o Processing is carried out by a foundation, association or other
non-profit-making  organisation which has political,
philosophical, religious or trade-union aims, and relates solely
to its members and such other persons with whom the said
association, foundation or organisation retains relations by
reason of its purposes. Such data may be communicated to
third parties only if the data subject gives his consent.*

o The processing relates solely to data which are made public
by the data subject or are necessary for the establishment,
exercise or defence of legal claims before the Court.”

o The processing relates to medical data and is performed by a
person providing health services by profession and has a duty
of confidentiality or is subject to relevant codes of conduct, on
condition that the processing is necessary for the purposes of

“Cyprus/Law No. 138(1)/2001, Section 6.(2)(a).
“ Cyprus/Law No. 138(1)/2001, Section 6.(2)(b).
%0 Cyprus/Law No. 138(I)/2001, Section 6.(2)(c).
51 Cyprus/Law No. 138(I)/2001, Section 6.(2)(d).
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preventive medicine, medical diagnosis, the provision of care
or the management of health-care services. **

o Processing is necessary to protect the vital interests of the data
subject or of another person where the data subject is
physically or legally incapable of giving his consent. >

o Processing is necessary for the purposes of national needs or
national security, as well as criminal and reform policy, and is
performed by a service of the Republic or an Organisation or
Foundation authorized for this purpose by a service of the
Republic and relates to the detection of crimes, criminal
convictions, security measures and investigation of mass
destructions.”

o Processing is necessary for the purposes of national needs or
national security, as well as criminal and reform policy, and is
performed by a service of the Republic or an Organisation or
Foundation authorized for this purpose by a service of the
Republic and relates to the detection of crimes, criminal
convictions, security measures and investigation of mass
destructions. >

o Processing is performed solely for statistical, research,
scientific and historical purposes, on condition that all the
necessary measures are taken for the protection of the data
subjects. >

o Processing is performed solely for journalistic purposes or in
the framework of artistic expression and as long as the right to
privacy and family life is not violated. *’

o Moreover, the Council of Ministers may on the
Commissioner's recommendation, issue regulations for the
processing of sensitive data, in cases other than those referred
to in subsection (2) when serious matters of public interest
concur. *®

[44]. We have not been provided with the proposed amendments to the
legislation to express an opinion as to whether the deficiencies can be

52 Cyprus/Law No. 138(I)/2001, Section 6.(2)(e).
S8Cyprus/Law No. 138(1)/2001, Section 6.(2)(f).
% Cyprus/Law No. 138(1)/2001, Section 6.(2)(f).
% Cyprus/Law No. 138(1)/2001,Section 6.(2)(g).
5 Cyprus/Law No. 138(1)/2001, Section 6.(2)(h).
S"Cyprus/Law No. 138(1)/2001, Section 6.(2)(i).
%8 Cyprus/Law No. 138(I)/2001, Section 6.(3).
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filled or reduced by new or amended legislation. However, we are
assured that the proposed amendments cover the gaps. There is
certainly an issue of resource allocation as the data protection
authority is understaffed and under-resourced. Moreover, in spite of
the awareness raising and the training offered, a great deal more can
be done to ensure better knowledge and better implementation of EU
legislation and the international standards relevant for data protection
and/or better application of existing legislation.

7. Good Practice

[45]. There a number of websites that make available information regarding
data protection (also in English), including the website of the Cypriot
data protection authority® as well as the website of the Privacy
International, which as an entry on Cyprus.®

[46]. No googl practice can be located or pointed out by any of the involved
parties. *

8. Miscellaneous

[47]. In July 2008 the Commissioner for the Protection of Personal Data has
issued her Annual Report for 2007 which will be uploaded on her
website in the near future. The report contains statistical data on
notifications submitted to the Commissioner for the keeping and
processing of data (36 from the public sector; 52 from the private
sector and two from legal persons of public law, total 90
notifications). Statistical data is offered also on the number of
complaints received annually since 2003 and the categories of
complaints which are as follows: Spam messages mainly to mobile
phones (110 complaints, 50 per cent of all complaints); closed circuit
video cameras (21 complaints, 9.5 per cent); discovery of personal

59At
http://www.dataprotection.gov.cy/dataprotection/dataprotection.nsf/index_en/index_en?opendocu
ment (28.01.2009)

80 |_ast entry 18.12.2007. Accessed on 20.1.2009, see
http://www.privacyinternational.org/article.shtml?cmd%5B347%5D=x-347-559499#[20].

51 Not even the Data Protection Authority is aware of any good practises as confirmed by the
letter to researchers by the Commissioner for Personal Data Protection 2.2.2009 (File No.
04.01.002).
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data mainly through the press (27 complaints, 12 per cent); and 16
complaints (7 per cent) alleged that the principle of proportionality
had been violated by insurance companies which required their
customers to submit the results of medical tests. The vast majority of
complaints were directed against the private sector (82%) given the
high number of complaints regarding unwanted advertisements. A
total of 220 complaints were received in 2007, out of which 85 were
investigated. The reason for not investigating a larger number is the
difficulties in investigating Spam messages. Out of the 85 cases
decided, 20 were found to be well founded and the accused complied;
an administrative sanction was imposed in one case; the investigation
was interrupted due to satisfaction of the complainant in three cases;
the investigation was interrupted due to lack of evidence in 16 cases;
the investigation was interrupted due to lack of jurisdiction in 17
cases; one complaint was withdrawn by the complainant; and 25
complaints were found to be unfounded. One of the well founded
complaints concerned the use by a local authority of a system of
fingertips to monitor the arrival and departure of personnel, where the
accused complied with the Commissioner’s decision and removed this
system. On the issue of medical tests required by insurance
companies, the Commissioner found that insurance companies have
the right to request such data only when absolutely necessary in order
to determine the amount of compensation and not as a matter of
routine practice. The Commissioner also found that the principle of
proportionality was violated: by the Births Registration department
which required parents to fill out a form asking for unnecessary data
such as the date of marriage of parents, whether it is their first
marriage, etc; by the Ministry of Education in the School Leaving
certificates which have since been revised; and many more similar
cases.

[48]. The specifications of a new system of street cameras, as set out in the
terms of the relevant public procurement, provide that the system must
record on video all vehicles and pedestrians crossing the points
controlled by the cameras, irrespective of whether any traffic or other
offence has been committed. Four years ago, an effort was made to
legalise the use of such cameras, but the said bill did not meet with the
approval of the House of Parliament. The Cypriot Commissioner for
the Protection of Personal Data stated that the current legislation
forbids the use of such cameras, whilst the chairman of the
Parliamentary Committee of Legal Affairs stated that such a system
may violate the constitutional right to private life. The Ministry of
Transport and Public Works who issued the said procurement sought
to justify the insertion of such term in the public procurement notice
as an effort to record vandalising incidents of the cameras with sprays
or otherwise, as it happened in the past with the conventional street
cameras, adding that the video will only be retained for 24 hours and
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will then be erased. The Ministry added that it will only make use of
such system if the current law is amended so as to allow it. However,
the decision of the Ministry to call for tenders on the basis of these
specifications before the issue is discussed in Parliament is likely to
cause problems, because by the time the matter is brought before the
House the tenderers will already have submitted their tenders on the
basis of the specifications issued, which provide for the video-
recording of all activities. Several dozens of companies, including
joint ventures between Cypriot and foreign firms, have expressed
interest in the procurement. The deadline for the submission of the
tenders was 03.10.2008
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Annex 1 - Tables and Statistics

Please complete the table below

Thematic Legal Study on the assessment of data protection measures and relevant institutions in Cyprus

200062 | 2001 | 2002 2003 2004 2005 2006 2007
Budget of data protection authority N/a N/a No separate | No separate | Cyprus Cyprus Euros Euros
budget. Part | budget. Part | pounds Pounds 221,000 245,800
of the budget | of the budget | 117,000 123,500
of the of the (Euros (Euros
Interior Interior 199,931) 210,184)
Ministry Ministry
Staff of data protection authority N/a N/a | 6 (2 officers | 9 (4 officers | 9 (4 officers | 10 (5 officers | 10 (5 officers | 12 (6
and 4 and 5 and 5 including including officers and
supporting supporting supporting | one senior one senior 6
staff) staff) staff) officerand 5 | officerand 5 | supporting
supporting supporting staff)
staff) staff)

62 The Commissioner was appointed in 2002. Prior to this date, the institution did not exist.
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Number of procedures (investigations, N/a N/a
audits etc.) initiated by data protection
authority at own initiative

There is no separate record of
self initiated procedures

Number of data protection registrations N/a N/a

Number of data protection approval N/a N/a
procedures

Please see additional cells
below

Number of complaints received by data N/a N/a 3 27 138 172 179 241
protection authority

Number of complaints upheld by data
protection authority

The Commissioner’s office does
not classify complaints
according to whether they were
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upheld or not. In order to obtain
this information, they would
have to check each and every
decision. They informed us that
they do not have the manpower
to carry out such a time-
consuming task.
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Follow up activities of data protection
authority, once problems were
established (please disaggregate
according to type of follow up activity:
settlement, warning issued, opinion
issued, sanction issued etc.)

The data protection authority
has advised that the statistical
monitoring  of  compliance
activities per year is not
possible.

Sanctions and/or compensation
payments in data protection cases
(please disaggregate between court,
data protection authority, other
authorities or tribunals etc.) in your
country (if possible, please disaggregate
between sectors of society and
economy)

The figures shown represent
sanctions imposed by the Data
Protection Commissioner. There
is no record of sanctions
imposed by the Court. There are
no other authorities dealing with
the implementation of the data
protection laws.

N/a

N/a
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Range of sanctions and/or compensation
in your country (Please disaggregate
according to type of
sanction/compensation)

The Commissioner’s office does
not classify sanctions according
to type and this information is
therefore not available.

Any other tables or statistics relevant for assessment of effectiveness of data protection, where available

Type of Procedure 2003 2004 | 2005 | 2006 | 2007 | 2008

Notifications of filing systems submitted to the data | 1370 (from 2001- | 249 | 108 | 121 |90 126(until  October
protection commissioner 2003) 2008)

Issue of connection permits 0 4 5 5 5 9

Issue of permits transfer data to third countries 4 5 5 12 15 10

Checks on data records 2 5 5 2 1 2

29



Thematic Legal Study on the assessment of data protection measures and relevant institutions in Cyprus

Annex 2 — Case Law

Please present at least 5 cases on data protection from courts, tribunals, data protection authorities etc. (criteria of choice: publicity,
citation in media, citation in commentaries and legal literature, important sanctions) in your country, if available (please state it clearly,
if less than 5 cases are available)

Case title

Paphos Chief of Police v. Billai Ali, Mubasher Nawaz and Numan Ahmed Miah

Decision date

08.07.2008

Reference details (reference
number; type and title of
court/body; in original
language and English [official
translation, if available])

Case No. 6986/2008

Court decision

Enapyorxo Awoastipro ITdpov
District Court of Paphos

Key facts of the case
(max. 500 chars)

The accused in this case pleaded guilty to the charge of ,inter alia, forging credit cards by inserting other people’s
personal data on the magnetic stripe and using them in shops in order to obtain goods whilst charging the accounts
of other persons, in contravention of the data protection legislation

Main
reasoning/argumentation
(max. 500 chars)

The Court found the access to personal data which the accused managed to obtained through the use of technology,
as well as the use of such data by criminal elements as “frightening”, particularly where such data is related to the
financial activities of the subject of the data, adding that this new form of crime affects and invades the personal
and private life and freedom of the person.

Key issues (concepts,
interpretations) clarified by
the case (max. 500 chars)

In the course of imposing a sentence, the Courts must take into consideration the seriousness of the crime
committed, the increasing trends of committing a particular offence and the personal circumstances of the accused.
However, the latter consideration must not be allowed to neutralise the preventing effect of the sentence, both on
the accused themselves, in order to stop the offenders from repeating the same offence in the future, as well as to
prevent the commission of the same offence by others.

Results (sanctions) and key
consequences or implications
of the case (max. 500 chars)

A number of concurrent prison sentences were imposed, the longest one being 20 months. The sentence takes into
consideration a number of mitigating factors, such as the accused person’s young age, their personal circumstances,
their clean record and their willingness to confess and cooperate with the people. It is nevertheless a harsh
sentence, based rather on the judge’s intention of it serving as a deterrent for other potential perpetrators. The
national origin of the perpetrators did play a role in the judge’s reasoning, who expressed his “concern” over the
fact that “foreign persons visit Cyprus with the sole purpose of [pursuing] criminal aims”.
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Proposal of key words for
data base

Credit card fraud, access to personal data

Case title

Decision under section 23 (11) of the Law on Processing of Personal Data (Protection of the Person) of 2001

Decision date

26.02.2004

Reference details (reference
number; type and title of
court/body; in original
language and English [official
translation, if available])

Enitponog [Ipootaciog [Tpocwmikadv Asdopévmv
Commissioner for the Protection of Personal Data

Key facts of the case
(max. 500 chars)

A complaint was submitted to the Personal Data Commissioner regarding the actions of the anti-drug squad of
the police at the Larnaca airport, who made copies of the passport of the complainant and obtained and recorded
information from it regarding the complainant and his parents in contravention of the data protection law, based
on a suspicion that he may have been carrying drugs. In the end no evidence was found against the complainant
for any drug related or other offence. In response to a letter from the data protection commissioner, the chief of
police admitted that the complainant was investigated because he was deemed, through the profiling method, to
be a suspect for drug related offences and as such the actions of the anti-drug squad were lawful and justified in
accordance with section 12(4) of the law, which allows the processing of personal data for the purposes of
prevention, investigation, detection and prosecution of criminal offences.®®

%3 Article 12(4) of the law reads: “By a decision of the Commissioner, on application by the controller, the obligation to inform under subsectior
personal data is performed for ...the prevention, investigation, detection and prosecution of criminal offences.”
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Main
reasoning/argumentation
(max. 500 chars)

The Commissioner pointed out that Section 12(4) of the law was irrelevant as it concerned the waiving of the
obligation to inform the data subject about the processing of his personal data. The Commissioner accepts that the
police hs the power to search persons arriving from abroad if there is information about that person’s potential
involvement in crime, however in the case of the complainant the search did not reveal any evidence against him.
With reference to section 4(1)(c) of the law, which requires that the data collected must be relevant, appropriate
and not excessive in relation to the purposes of processing, the Commissioner found that the action of the police to
photocopy and archive the complainant’s passport after no incriminating evidence emerged against him and the
processing of data relating to the complainant’s parents was a violation of section 4(1)(c) of the law.

Key issues (concepts,
interpretations) clarified by
the case (max. 500 chars)

The Commissioner clarified that once the search of a suspect does not bring to light any incriminating evidence,
then the collection and archiving of that person’s personal data, and particularly of the data of third persons (his
parents) contravenes the provision of the law which requires data “relevant, appropriate and not excessive” (article

4(1)(0))-

Results (sanctions) and key
consequences or implications
of the case (max. 500 chars)

The Commissioner ordered the police to destroy the personal data so collected and to inform the Commissioner
about the measures taken to this end. Although no information is available as to whether the police has effectively
complied with this decision, there are several instances where members of the police force, particularly at the
airport, who show a lack of knowledge of the data protection principles. The Commissioner’s limited mandate does
not leave margin for any other actions but it is obvious that more far reaching measures, like a code of conduct for
the police or awareness raising measures, are required.

Proposal of key words for
data base

Police suspect, photocopy passport, excessive data.

Below is the original text of the decision:

Ano@aon pe Baon 1o apBpo 23(1B) Tou nepi Enegepyaciag Aedopévwv

MpoownikoU XapakTnpa (MpooTtacia Tou ATopou) Nopou Tou 2001

FeyovorTa:
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>TIG 9 ZenTeuPpiou 2003 £0TAAN oTov ‘EvTipo Ynoupyo AikaiooUvng kai Anpooiac Ta&ewc enioToAn and Tov M.Z. otnv
onoia avagEPovVTal OpICHEVA YEYOVOTA MOU KAT' I0XUPIOPO Tou OuvéPRnoav oto Aegpodpopio Adpvakac kata Tnv
EMNIOTPORPN TOU anod To €EWTEPIKO.

AvTiypago Tng Mo nNavw €nioToANG aneaTdaln kai g’ epeva.

>Tnv €MIOTOAN YiveTal avapopd oTn oupnepipopd avopwv Tng Y.KA.N., kabw¢ kal aTo 0TI, CUPPWvVA NAvTa HE TOUG
IOXUPIOKOUC TOU Napanovoupevou, EAnPON pwToavTiypado Tou diaBaTnpiou Tou Kai NANPOPOPIEC Yia TO ATOPO TOU
Kal TOUG YOVEIC Tou, kaTtd napdapaon Tou nepi EneEepyaoiag Aedopévwv MpoownikoU XapakTtipa (MpooTacia Tou
ATtopou) Nopou Tou 2001, nou aTo €&En¢ Ba avapepeTal wg NOpOC.

Me Baon TIc e€ouaiec nou pou XopnyouvTal and To apbpo 23(1B) Tou NOpou, Npoxwpnoa oTnv €EETACT TOU HEPOUC
TOU Napanovou Nou avagePeTal aTn ouh\oyn/eneEepyaaia NPoowNIKWV dEDOUEVWV.

>TiIc 20 OkTwPpiou 2003 anéoTeida €MOTOA oTov Ynoupyd Aikaioouvng kal Anpooiac Ta&ewc kal otov Apxnyo
AaoTuvopiac, {NTwvTag TIC AnOYEIC TOUG O€ OXECN HE TOUC I0XUPICHOUC TOU NapanovoUEVOU.

O Apxnyog AcTuvopiac Pe €mioTOAR] Tou nuepounviag 24 NoeguBpiou 2003 emoUvawe avtiypa@o €MIOTOARG TOU
YneuBuvou Y.KA.N. Adpvakac, oTnv onoia yiverar avapopd HOVO OTIC OUVONKEG £peuvac, TOOO TWV ANOCKEUWY 000
Kal Tou idlou Tou NapanovoUpEVOU.

>Tnv OeUTEPN ENIOTOAN QVAPEPETAl OTI KETA TIG MIO NAVW EPEUVEG OEV «aveRPEBNKE OTIONMOTE UMNOMTO».

A&iCel va onueiwBei OTI, otnv idla €nIOTOAN avagépeTal OTI O NAPANOVOUUEVOC «KPIBNKE UMNONTOC yid WETAPOPA
VapKWTIKWV JE TN PEBodo Tou PROFILE, 6nwg yiveral o apkeTa agpodpopia TnG Eupmnng».

>Tnv €moToAn Tou TnG 24" NoepBpiou 2003, o Apxnyog AGTUVOMIAaG ekPPAlel TN YVWHN OTI €Ol EVEPYEIEC TWV HEAWY

™G Y.KA.N. nArav kaBoAou VOMIMEG yiaTi €yivav yia okomnoug npoAnwng, Olepelvnong, OIakpiBwong MOIVIKWV
adIknpaTWV onwg npoBAENEl TO apbpo 12(4) TOU NOpou».
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Me €nioToAr Tou We nuepopnvia 15 AekepBpiou 2003, o Mevikdg Alcubuvtr Tou Ynoupyeiou Aikaloouvng kal Anpoaiag
TaEswc andvrnoe otnv €nioToAr] pou TG 20™ OkTwPpiou 2003, ekBETOVTAG OTNV ouadia TIC BECEIC Tou Apxnyou
AcoTuvopiac, Onwc auTec NepIAaPBavovTal aTnv €nioToAn Tou uneubuvou Tng Y.KA.N. Adpvakacg, nou avapepeTal aTnv
nap. 5.

Encidry onwc npogkuwe anod Tnv OXETIKR aAAnAoypagia, To Ynoupyeio Aikaioouvne kal Angooiac Ta&ewc dev €ixe
AMEON YVWON TWV YEYOVOTWVY, AAA EVNHEPWVETO YIa TNV unobean ano Tov ApXnyo ACTUVOMIAC, Ol ENOUEVEC EVEPYEIEG
Mou aneuBuvovTav Povo npog Tov Apxnyo ACTUVOpIdG.

Me PETAyevEDTEPN EMIOTOAR MOU npoc Tov Apxnyo AoTuvopiac nuepopnviac 3 AekepBpiou 2003, dieukpivioa OTI n
e€étaon nou Olevepyoloa aAPOPOUCE TO WEPOC TOU MnaApandvou Mou OXETICETO PE T ouA\oyn Kkal ene€epyacia
npoownikwv dedopevwy Kal OxI Tn PEBodo kal Tov Tpono dIEEaywyng TNG CWHATIKNG Kal GAANG £peuvac.

MpooBeTa eniong OTI N ava@opd oto apbpo 12(4) Tou NOpou ATav ACXETN ME TNV UNO €EETaon unoBeson, yiaTi To
€dA@Io auTo aPopa TNV Apan TNG UNOXPEWCNG NANPOPOPNONG TWV UMOKEILEVWY TWV JEDOUEVWV.

Me Tnv €mIOTOAN MOU auTh €ixa kaAéoel Tov Apxnyo AcTuvopiac va unoPdaAel TIC BECEIC TOU I OMOIEGONNOTE
OIEUKPIVNOEIG EITE YPANTWG 1 NPogopIKa.

Eneidr) dev €ixa onoiadnnoTe andvrnon oTtnv €nioToAn pou Tng 3™ AekepBpiou 2003, oTic 7 Iavouapiou 2004
aneotelha OeUTEPN €MIOTOAR oTov Apxnyo TnG ACTuvouiag oTnv onoia avagepa Ot dedopevou OTI dev anavtnoav
oTNV €NICTOAN Hou, Bewpouoa OTI dev €ixav TiNoTe va npoabégouv N dlEUKpIvioouv kal OTI Bev appiopnToucav Ta
YEYOVOTa OXETIKA KE TNV GUN\OYN Kal ene€epyaania Twv NPoownikwv deQOUEVWY ONWG Ta EEBECE OTNV EMIOTOAN TOU O
napanovouEevVog,.

Kal o€ auTr) TnVv emoToAn dev €ixa PEXPI ORPEPa onoiadnnoTe anavrnon.

Eneidn Bswpw 0TI dev dikaloloyeitTal NAEov onoladnnoTe NeEpaITePw kabuaTépnon oTnv SIEKNEPAIWAN Kal CUPNANPWON
NG €€ETAONC TOU Napanovou, Ba NPoXwPnow oTnv Ekdoan TNG OXETIKAG Andpaonc.
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Aev €EeTalw TO PEPOG TOU Mapandvou Tou M.Z. Mou avagEPETal OTIGC OUVONKEG Kal Tov Tpono JdIeEaywyng OwHATIKNG
gpeuvac ano avopec Tne Y.KA.N. katd Tnv emaoTpo@r] Tou anod To eEWTEPIKO, yiaTi auTd Oev apopd cul\oyn Kai eneepyaoia
NPOCWNIKWYV OEOOHUEVWV.

H €&&Ttaon Tou napanovou nepiopileTal OTOUC ICXUPICHOUC Mou agopoUv Tn OUAOYR MNpoowrnikwyv OedOUEVWV HE TN
QwToTUNNON Tou diaBaTnpiou TOU NAPAMNOVOUKMEVOU Kal PE TNV napoxn and autd nNANPoQPopIwV Yid TOUC YOVEIC Tou, Ol
OMOIEC OTN CUVEXEIA KaTaypapnkav/ kaTaxwpnbnkav oe aoTUVOMIKO apxeio, katd napapacn Tou Nopou.

Katd Tnv aoknon Twv €€0Uciov TNG YIa KATAnoAEUNnon TNG eunopiac, diakivnong kai Xpnong VapkwTIKwV n AoTuvouia/
Y.KA.N. €xel €€ouaia va €peuva onolodnnoTe NPOCWNO TO OMoio APIKVEITAI and To €EWTEPIKO AV EXEl MANPOPOPIEG Yia
meavn eUnAoKn Tou 1 oTa nAaioia Tou ouvnBoug eAEyXOU, 1 EAEyXOU Mnou yivetal e T peEBodo PROFILE.

2Tnv uno €EETaon NePINTWOon, HETA ano Tn OIEVEPYEIQ OWHATIKNAG EPEUVAC TOU NAPANOVOUKEVOU KAl £EPEUVA TWV ANOCKEUWY
TOU KaTa Tnv agi&n Tou oTo agpodpopio Aapvakag, n Y.KA.N. avagepel, oTnv emCTOAN Tou uneuBuvou Tng oTn Adpvaka,
0TI OV NPOEKUYE OTIONMOTE UMOMTO.

A@oU €AaBa unown TIC Bacikeg NPoUnoBETEIC yia Tn VOMINOTNTA TNG €ne€epyaaciac Npoownikwy JedOPEVWY, ONWE AUTEG
ekTiBevTal oTo apbpo 4(1) Tou Nopou kai 1diaitepa TNV napaypa®o (y), n onoia opilel 0TI Ta dedoPEVA NOU GUAAEYOVTAI
npenel va €ival ouvagr, npdoPopa kai OxI MNePICOOTEPA anod OTI KABs @opd anaiteital ev OWel TWV OKOMWV TNG
ene€epyaoiag kal apou Bewpw WS aAnbeic TOUG IGXUPICHOUC TOU NapanovoUldevou yia Tn GuAAoyn kal eneEepyacia TO00
JIKWV TOU NPoownikwv deQOHEVWY 000 Kal TRITWV (TWV YoviwV Tou), £xw kaTaAn&el ota €&nc:

e MeTa Tn dlanioTwon OTI and Ta ANOTEAEOMATA TNG £PEUVAC TOU NAPANOVOUHEVOU OEV MPOEKUWE TINOTE UMOMTO, N
Y.KA.N. Oev edikalohoyeito va @wToTunnosl To OlaBaATAPIO TOU NAPAMNOVOUMEVOU Kal va KATaxwpnoel To
PWTOAVTIYPAPO TOU OTA APXEIa TOUG.

e H evépyeia TNG auTr anoTeAei ene€epyacia NPoownIKWV deDOPEVWV NEPICOOTEPWV and 6oa €ival anapaitnTa yia tnv

EKNANPWON TOU OKomnou Tn¢ ene€epyaaiac, nou €ival n GUAAOYN Kal KATaxwpnon nAnpogopimv NMou avapepovTtal o€
npOoWNA Mou gival UNonTa yia Tnv eloaywyr), diakivnon kai Xpron VapKwTIKWV.

35



Thematic Legal Study on the assessment of data protection measures and relevant institutions in Cyprus

e e kapia de nepinTwon dev €ixe n Y.KA.N. e€ouaia va cUNEEEI kal kaTaypayel NANPoPopiec Nou apopoloav TOUC YOVEIG
Tou napanovoUpevou, dedoEVoU OTI N Epeuva cixe die€axBei yiaTi o napanovoUpevog gixe kpIBei UNONTOC yIa PETAPOPA
VAPKWTIKWV.

Kai oTic duo nepintwoelg, n Y.KA.N. ouvéAeEe kal eneEepydoTnke OTOIXEIA MOU NTAv UNEPBOAIKG/UN ouvagn HE Tov
okono TN eneepyaoiag nou avapepbnke Mo Nnavw, kata napapBaon Tou apdpou 4(1)(y) Tou Nopou.

M’ auTto Kpivw OTI:

(a) H AoTuvopia/ Y.KA.N. dev énpene va cUNEEE! kal eneEepyacBdei npoownika dedopEva ToU NapanovoUlEeVoU YIiaTi ano TIG
dle€ayxBeioec £peuvec dev NPOEKUYPE OTI QUTOC EVEXETAI O NAPAVOMEC NPAEEIC nou agopolv Tn diakivnon, eunopia kai
XPron VApKWTIKWV.

H d¢ ¢wTtoTunnon Tou dIaBaATnPiou TOU NAPANOVOUMEVOU Kal KATAXwpnon ToUu (TOavTiypapou O apxeio TG
AcoTuvopiac/ Y.KA.N. napaBialel To apbpo 4(1)(y) Tou Nopou.

(B) H ouMoyn kal kataxwpnon/ene€epyacia NPoownIKWV OEDOPEVWY TWV YOVIWV TOU EYIVE KATA napapacn Tou apbpou
4(1)(y) yiati Ta dedopéva auta dev ATAv ouvagpn ME Tov okono TnG enefepyaociac, dedopEvou OTI 01 OnolECONMNOTE
UNOVOIEC ava@opIKA PE TOV NApanovoUEVO, Ol OMoIEG v NAon nepinTwoel dev enaAnBelbnkav, dev Toug agopoucav
Kal ol NPOCWMIKEG NANPOPOPIEC Nou BOONKav yI' autoug dev NTAV OUTE ANAPAITNTEG OUTE OUVAPEIG OE OXEDN HE TOV
OKOMO YIa TOV OMoio €iXav CUAAEYEI.

Me Baon Ta nio navw n Aotuvopia/Y.KA.N. npenei:
e Na pepipviosl WOTE va kataoTpapoUv 6oa NPoownika dedopéva EXouv GUAAEYEI und TIG OUVONKEG Mou avagepovTal
oTig nap. (a) kai (B) kai va Pe NANPOPOPROEl PECa o€ TPeIG EBOoAdeg anod Tn Afwn TnG napoucag Andgpaocng yia Ta

METPa nou €Aape yia uAonoinan Twv Mo Navw.

e H Aotuvopia/Y.KA.N. va dwaoel TIG KaTAANAeg odnyieg oTa PJEAN TNG yia uhonoinon TnG ano@aocng Kal CUPKOPQWon e
TO NEPIEXOMEVO TNG.
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FoUAa ®paykou
EniTponoc MpooTaaciac Acdopévwy
MpoownikoU XapakTnpa.

Case title Complaint of the Consumers’ Association in relation to the dispatch of marketing messages to mobile phones

Decision date 26.02.2004

Reference details (reference Emnitpomog [poctaciog [Ipocomnikdv Agdopévav
number; type and title of Commissioner for the Protection of Personal Data
court/body; in original
language and English [official
translation, if available])

Key facts of the case The Consumers’ Association complained to the Data Protection Commissioner about unsolicited SMS sent to
(max. 500 chars) mobile phones from a certain company (hereinafter ‘company X’) advertising sales in swimwear. From the
Commissioner’s investigation it emerged that the said company was in cooperation with another company
(hereinafter ‘company Y’) from whom it obtained consumers’ personal data and which had reassured company X
that the use of the consumers’ data was lawful as they had given their consent. The data was compiled by a third
company (hereinafter ‘Company Z’) which belonged to the same group of companies as company Y The
Commissioner’s investigation revealed that the consent of the subjects of the data was not obtained, as it was
required by section 15 of Law 138(1)/2001.% Also, the various officials of company Z supplied the Commission
with conflicting versions of events and demonstrated an effort to misinform and deceive the Commissioner.

8 Cyprus/ The Processing of Personal Data (Protection of Individuals) Law N. 138(1)/2001.
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Main
reasoning/argumentation
(max. 500 chars)

The Commissioner found that company Z used to dispatch marketing messages without the consent of the
receivers, in violation of section 15 of the law which provides that personal data cannot be processed by anyone for
the purposes of direct marketing or provision of services, unless the data subject notifies his consent to the
Commissioner in writing. Company Y was also found guilty of collecting and processing personal data in violation
of section 4(1)(a) of the law which requires that the controller ensures that personal data are processed fairly and
lawfully.

Key issues (concepts,
interpretations) clarified by
the case (max. 500 chars)

The Commissioner’s office investigated in great detail the unclear situation which emerged as a result of the
conflicting statements made by the various company officials, which included an on-site visit and personal
interviews with the persons concerned, recorded this procedure in the decision and took this fact into consideration
whilst imposing her fine. Also, the assurance of company X that they believed the subjects’ consent had been
obtained was sufficient in order to absolve company X from liability in this case.

Results (sanctions) and key
consequences or implications
of the case (max. 500 chars)

The Commissioner imposed a fine of 500 Cyprus Pounds (854 Euros) on Company Y and 1,000 Cyprus Pounds
(1708 Euros) on company Z. In imposing these sanctions, the Commissioner took into consideration the fact that
companies Y and Z did not demonstrate a willingness to co-operate with her office and offered contradictory
information, but also the fact that they had since 2003 stopped sending unsolicited marketing messages and had
destroyed their relevant database.

Proposal of key words for
data base

Marketing SMS, unsolicited mail

KaTrayyeAia Tou Juvdéopou KartavaAwTwv OXETIKA JE TNV ANooToAn

Ala@NUIOTIK@OV PNVUUATWV O KIVATA THAEQwvA

1. 271G 25 Iouviou 2003, o Kunpiakog ZUvOeopog KatavaAwTwy, 0 onoiog NTav OEKTNG APKETWV KATAYYENIWY,
unéBale oTo Mpageio Pou ypanTn KaTayyeAia OXETIKA We TN Anwn SIapnUICTIKWV PNVUPATWwV SMS and katavaAwTeg
OXETIKA HE ENIKEIPEVEG EKNTWOEIG O€ Hayld Tng Taipeiag X.

O1 napanovoulevol KaTtavaAwTeG eixav OnAwoel oTo ZUVOECHO OTI Jev €iXav KATAXWPNMEVO OTOV TNAEPWVIKO
KaTaAoyo Tov apiBud Tou KIvATOU TNAEPWVOU TOUG Kal OUTE €ixav ouykaTaTebei oTn ANWn dIa@nUICTIKWV PNVUHATWV.
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MepaiTépw 0 ZUVOEONOC aveEPepe OTI and NANPOPOpPIeC Nou EAABE NAPANOVOUPEVOS anod Tnv €Taipeia X, n €raipeia
auTr QePOTAV va €ixe ouvepyaoia pe Tnv eTaipeia A.B. and Tnv onoia £naipve TA NPOOWMIKA OedOUEVA TWV
KATavaAwTwv.

2. 'EkTOTE TO [pa@eio Pou APXIOE OXETIKN, ME TNV nmio navw katayysAia, €peuva yia dlanioTwon Tuxov
napapaong Tng vouobeaiac.

3. Ma Tov okond autd anseuBbuvape Tnv 17 IouAiou 2003 emoToAn oTnv eTaipeia Woolworth kar oTnv eTaipeia
A.B. (nou oo €&nc Ba avaepeTal w¢ n ETaipeia) {NTWVTAC OUYKEKPIPEVEC NANPOPOPIEC OXETIKA UE TOUC IOXUPIOHOUG
Mou avagepovTav aTnv katayyeAia.

4, H eTaipeia X pe emoToArn TNG Y nuepounvia 7 AuyouoTou 2003 pag evnUEPWOE OTI «EXOUHE OIABERAIWTEIC
anoé Tnv ETaipeia OTI n anooToAn TETOIWV WNVUMATWV OTOUC OUYKEKPIMEVOUC KATOXOUG KIVNTWV TNAEPWVWV,
KAaTaoTaon TwV Onoiwv pag &xouv npopnBeloel, €ival kaBoAa VvOUIUn KaBOTI UMNPXE N OuyKATABeon Twv
ouUVOPOUNTWV>.

>€ PETAYEVEDTEPN €NIOTOAN TNG ME nuepounvia 20 AuyouoTtou 2003, n sTaipeia X avagepe, HETAEU AMwv, OTI Oev
dlaTnpouoe «aAn» AioTa e ovopaTa Kal KivnTa ThAEpwva, agoU n AioTa n onoia xpnoidonoinénke ATav kai €ivai
oTnv kaToxn Tng ETaipeiac.

5. 2Tnv €nioTtoAn pag Tng 1™ Iouhiou 2003 ¢ntroape and Tnv eTaipeia A.B. va pag nAnpo@opnael kata noco
OlaB<Tel O€ TPiTOUG KATAAOYOUG e ovouaTa, dieubuvaelg kal GAAeG NAnpo@opieg yiaTi o€ MNvwaoTonoinon nou n €Taipeia
gixe unoBdAer oTo Mpageio pou avagopika Pe TNV THPNON apxeiou e Npoownikd dedopéva yia okonous JAPKETIVYK,
€ixe NPoadIopioel WG anodekTeg TwV deOPEVWV HOVO TN dlEUBuveon TNG Talpeiac.

€ anavtnTikn €moToAr] TNG nuepopnviag 10 IouAiou 2003, n Etaipeia pag nAnpopopnos OTI O NANPOPOPIES
OUAAEYOVTal anod Toug NeAATEG TNG kal O€ divovTal O€ TPITOUG. € PETAYEVESTEPN €NIOTOAN TNG, N ETaipeia avagépel,
METAEU AAWV, OTI «0 OMINOG TWV ETAIPEINV HACG CUAEYEI Ta NPOCWNIKA JEDOMEVA TWV NEAATWY TNG KABE £TAIPEIAC.

6. Ensidry and Tnv oxeTikry aAnhoypagia nou eixe Ole€axBei oTa nAaioia €EETaong TNG katayyeAiag dev
KaTopOWOale va NAPOUKE TIG anapaiTnTEG NANPOPOPIEC Kal DIEUKPIVACEIC, KPIBNKE OKOMIUN Hia eNioKEWN OTa ypageia
NG ETaipeiag pe okonod Tn Oieaywyn €AEyxou oTa apxeia Tng yia dianioTwon Twv ouvlnkwv KATw anod TIG Oroieg
ekTeAEiTal n ene€epyaoia npoownikwv OedoPEVWY, 1IDIAITEPA Yia okonouc “marketing”.
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7. H eniokewn £yive oTig 20 Iavouapiou 2004 kai katda Tn dIApKeIA TG gixav UNoBANBEl OTOUC EKNPOCWMNOUC TNC
ETaipgiac nou napeBpiokovTo ol aKOAOUBEC EpWTNOEIC:

(a) EkTOc ano Ta apxeia Twv acPaM{OPEVWV Kal TWV YVWPIMIOV TA 0noia €iXe yvwaoTonoinoel oto Mpageio pac,
av diatnpouoav kal aAAa apxeia Je npoownika dedopéva.

(B) Av gixav anoaTeilel SIaPNUIOTIKO UAIKO XWPIC TN OUYKATABEDN TWV YVWPIKIOV.

(y) Av &ixav XpnOILOMNOINCEl TO APXEI0 YVWPIMIOV YId OKOMOUC Npowdnaong npoiovTwy ) UNNPECIOV ETAIPEIDV
nou dev ival PEAN Tou opiAou TouG.

O1 anavTnoEIg OTIG NIO NAVW EPWTNCEIG NTAV 0l AKOAOUBEG:

(a) Nai 1o apxeio Tn¢ A.B. E-Media Ltd

(B) Nai
(v) Oxi

Mag e\éxOn eniong 6T Xpnoiponolouv To apxeio A.B. E-Media Itd yia okonouc nou €EunNnPETOUV CUPPEPOVTA TPITWV —
NEAATWV TOUG Kal avéAaBav va pag npopunBeUoouy e KATAAOYO QUTWV TWV NEAATWV TOUG.

Avepepav €niong OTI XpNOIKOMNOIOUV TO apXEi0 TWV NEAATWV TOUC Yid okornoUg npowBnaong NpoiovTwy Kal unnpeciov
TOUG.

8. SXETIKA pe Tnv eTalpeia A.B. E-Media Ltd, n onoia avnkel otov ‘Opiho ETaipeiwv A.B. Ltd avapépbn oTi ival
auTn nou diaTnpei apxeio pe apiBPoUc KIVNTWV TNAEPWVWV Kal OTI Ta PnvupaTta oTéAovTal ano Baon dedoPEVWV NMou
gival otnv Auepikn, dNAwon Nou apyoTepa aveTpann anod Toug idIoug TOUG EKNPoowroug Tng ETaipeiac.

2Tn OUVEXEIQ Pag dNAWBNKE OTI anavThOEIC 0TA EPWTAKATA PAG OXETIKA HE TIG dpaoTnpioTnTEG TNG A.B. E-Media Ltd
HOVO 0 JIEUBUVTNG TNG KNOPOUOE va pag dwaoel aAAa anouciale Tn dedopEVN OTIVHN.

9. Kata tn didpkela TnG eniokewng a&lwpatouxog/ dieubuvtng Tng ETaipeiag ixe enavelAnupéva npoPei o€
OnAwaoEIG Nou ouykpouovTav pe dnNAWaoelG unaAAnAwv TG ETaipeiag, kabwg kai pe SIKEG TOU MPONYOUHEVEG ONAWOEIG.

10. MeTta Tnv eniokeyn ota Mpageia Tng ETaipeiag akoAolBnoe aAAnAoypagia okonog Tng onoiag ATav n
OIEUKPIVNON OPIOHEVWV BEPATWY NOU €ixav NPOKUYE! KAaTd TNV eniokeyn.
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11. 3T 28 deBpouapiou 2004 nipape MOTOAr anod To dIKNYOPIKO ypapeio XX We Tnv onoia pag nAnpopopnoav
OTI evepyoloav €k JEpouc TNG ETaipeiac kar 0TI 6a anavroloav 0Ta EpWTAKATA NoU EiXaue BE0El oav anoTeAEoUa TG
eniokeync.

3TNV €MIOTOAN QUTH KAl OXETIKA ME TNV anooToAn dIapnUIOTIK®V HUNVUPATWY, avaQépetal ot n A.B. E-Media Ltd
dlaTnpei apxeio pe npoownika dedopéva Ta onoia TngG Oivouv ol NEAATEC TN TO OMOIO XPNOIMONOIEL I va AnooTEAAE
0TN GUVEXEIQ dIaPNMIOTIKA UnvUpaTa.

MapaTéBnKe KATAAOYOG TWV ETAIPEIOV €K PEPOUC TwV ornoiwv n A.B. E-Media Ltd anooTéAAel dia@nuIoTIKG pnvudara
Kal avapépdnke niong ot n idia n ETaipeia anooTéAAel dia@nuIoTIKG pnvUPaTa os NEAATEC TNG I} CUVEPYATEC TOUC,.

>€ anavTnon OXETIKNC EMIOTOANG Hac NPoc TIC ETAIPEIEC AUTEG, OPIOPEVEC ANO AUTEC apvnnkav OTl gixav OWaoel TNV
etaipeia A.B. E-Media Ltd Baon dedopévwY E OTOIXEIQ ENIKOIVWVIAG TwV NEAATWV TOUC.

12. AkoAoUBnoe ouvavtnon oto Mpageio pac oTic 15 ZenTepyBpiou 2004 oTnv onoia ATAv NAPOVTEG O VOUIKOG
oUpBoulog Tng ETaipeiac, o dicuBuvTnc Tne A.B. E-Media Ltd kai o k. Z.

O d1eubuvTic TnG A.B. E-Media Ltd avagepe OTI n €Taipeia oTAUATNOE TNV ANOOTOAR dIAPNMIOTIKWY UNVUPATwV SMS
Tov ZenTePBpio Tou 2003. AnAwoe OTI TNV apxikn Baon SeBOUEVWV YIa TNV ANOCTOAR TETOIWV PNVUPATWV TNV €ixav
napel ano hackers nou eixav katagepel va ioBalouv ota apxeia Tng ATHK.

Avagepe gniong o1l eopalueva To Intercollege €ixe nepIANPOei oTOV KATAAOYO TWV ETAIPEIOV EK HEPOUC TWV OMOIWV
€0TeAaV dIaPNMIOTIKA PnvUpaTa kal OTl, 000V agopouce Tnv eTaipeia XaT{nkupiakog & Yioi, dev Toug €ixe OwaoEl
KaTaAoyo Twv NEAATwV TNG aAAd xpnoidonoloUoe Tn Bacn Tng A.B. E-Media Ltd yia Tnv anooTtoAn d1apnuIoTIKWV
MNVUUATOV €K PEPOUG TNG.

13. >€ JETAYEVEDTEPN EMIOTOAN Tou diKnyopou Tng ETaipeiac nuepounviag 22 ZentepuBpiou 2004 ava@epOnke OTI
n A.B. E-Media Ltd anéoTeAAe dia@nuIoTIKA UNvUPATA €K WEPOUC MEAATWV TNG XpnoidonolwvTag Tn OIkr TngG Baon
OEDOUEVWV.

14. >Tnv TeAeuTaia emOTOAr Tou vopikoU oupBoUAou Tng Etaipeiag Tng 1™ ®deBpouapiou 2005 divetalr aAAn

ekdoxn WG TNV NPoEAEUON Kal kaTtoxr TNG BAong dedOUEVWY N 0Mnoia EXPNCIKONOIEITO YIa TNV AnooToAr dIaPnUICTIKWV
MNVUPATOV.
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15. AveEaptnTa anod Ta nio navw, NTav NapadekTo OTI 0 kapia nNepinTwaon dev eAAUPAVETO N CUYKATABEON TwV
NapaAnnT@V TWV PNVURATWV, onw¢ npoPAénetal oto apbpo 15 Tou Nopou 138(I)/2001 (nou oTn ouvexela Ba
avagEPeTal we «o NOHOC») .

Ano Ta nio navw, £Xw Ikavonoinoei oTI:

. H Etaipeia kal n €raipsia nou avnkel o€ auth, n A.B. E-Media Ltd npo£Baivav oTnv anooToAr] HNVUPATWY
Ola@NUIOTIKOU MEPIEXOMEVOU XWPIC TN OUYKATABEon Twv NApaAnnTwv Twv WNVUMATWV Katd napdaBacn Tou
apbpou 15 Tou Nopou.

. JuvéAleyav kal npogPaivav oTnv ene€epyacia npoownikwv dedouévwy kaTa napdpaon Tou apbpou 4(1)(a)
kai (B) Tou Nopou.

. MapéAelyav va yvwoTtonoinoesl oTo Mpageio You OAa Ta apxeia nou nepisixav npoownika dedopéva kai/n
OAEG TIG eneCepyaaieg Npoownikwv deBOUEVWY NOU eKTEAOUCAV.

To apBpo 25 Tou NOpou NPoBAENEl TIC KUPWOEIG NMOU KNOopEi va eniBaAel o EniTponog yia napaBaon Twv UNoXPEWOEWY
TwV uneubuvwy enegepyaaiac nou nnyalouv and 1o NoOpo, METAEU Twv onoiwv €ival kai n e&ouaia yia Tnv €nifoAn

XPNHaTIKAG noivig péxpl £5000.

Katd Tnv emipérpnon TnG appolouoac yia TNV NEPINTWON KUPWOEWG €AaBa unoywn Hou OAA Ta MEPIOTATIKA TNG
unobeanc ONw¢ auTa ekTiBevTal oTn OXETIKN aAAnAoypagia, Tnv eniokeywn AsIToupywv Tou Fpageiou pou oTta Mpageia
NG ETaipeiag, kabwg kai Tnv niokewn Tou VOMIKOU GupBoUAoU kal eknpoownwv Tng ETaipeiag oTo Mpageio pou.

EidIkOTepa €AaBa unown Hou oTI (a) kaBoAn Tn diapkeia Tng diadikaaoiag EETaong TG katayyeAiag/napandvou gixav
000¢ei TOUAAXIOTO TEOOEPIG OIAPOPETIKEG €KOOXEC aAvaPOPIKA HE TO BEua Tou TpdMoU anokTnong Tng BAong Twv
O€dOPEVWV N onoia EXPNOIPOMNOIEITO yid TNV anooToAr SIa@nUIOTIKWV HNVUPATwy, (B) ol Jieubuvteg kai dAlol
eknpoownol TnG ETaipeiag kal Tng A.B. E-Media Ltd €divav aAnAoouykpouopeveg anavTtioelg, (y) 0ev eixe emdelxOei
01G0g0n ouvepyaciag Pe Toug AEIToupyouc Tou Mpa@eiou Pou Kal Yevika n OAn CUHNEPIPOPA TWV APHOdIWV OTEAEXWV
TNG €TAIPEIac KATEDEIKVUE Hia Npoonabeia napanAavnong Kal E0paipevng nAnpopoOpnonc Hac.
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Ano TNV AAn nAsupda dev napéAsipa va AdBw unown kai va anodexbw wc aAnbry Tn dnAwon Twv dIEUBUVTWV TNG
Etaipeiac kai Tn¢ A.B. E-Media Ltd 611 dev anooTéAAoUV NAEov dlIaPnUIOTIKA pNvUPATa XwpIC TN ouykaTabeon Twv
napaAnnTwv, OTI EXOUV KATAOTPEWEI Tn PBaon OedopeEvwy Tnv Oroia €ixav XpnoIKOnoInoel yia TNV anooToAn
JIaPNUICTIKWV INVUPATWV Kal OTI 0l HEANOVTIKEC TOUC EVEPYEIEC TOOOV OO0V agopd To O&ua TnG amnooToAnG
JlIaPNUICTIKWV INVURATWY 000 Kal YEVIKA TIC OMNoIECONMNOTE AAAEC UNOXPEWOTEIC TOUG MOU anoppéouv ano 1o Nopo Ba
gival cUPPWVEC HE TIG OIKeieg 01ATAEEIC Tou NOOU.

Mapa Tauta Bswpw OTI UNO TIC NEPIOTACEIC €ival EMITAKTIKN N €MBOAr XPNHATIKAG NOIVAG yia TIC NpoavapepOeioeg
napaBaoceic Tng vouobeaiac.

M" autd emBaMw oTnv A.B. Ltd xpnuaTiki noivi £500 kai Tnv A.B. E-Media Ltd xpnuaTiki noivi £1000.

FoUAa ®paykou
Enitponoc MpooTaciac AcdopeEvwy
MpoownikoU XapakTnpa

Case title

List with Subscribers’ Codes on the Internet

Decision date

21.11.2005

Reference details (reference
number; type and title of
court/body; in original
language and English [official
translation, if available])

Enitponog IIpootociog [Tpoconikdv Aedopévmv
Commissioner for the Protection of Personal Data

Key facts of the case
(max. 500 chars)

The Commissioner was informed that a webpage was located on the internet containing the list of access codes for
one of the services provided by the semi-governmental Cyprus Telecommunication Authority (CYTA) known as
“i-choice”. As a result, the Commissioner asked CYTA to inform her office as to the measures taken to remedy the
problem and to avoid similar occurrences in the future. CYTA responded that after investigation it established that
the codes published on the said webpage were in use by subscribers two and a half years ago but, given the fact that
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it could not specify who the codes belonged it, it did not inform all its customers so as not to cause panic.
Following the 2005 publication of codes on the internet, CYTA sent a letter to its affected customers urging them
to change their codes, but since not all of them responded, it planned to send additional letters to them. CYTA also
mentioned that a complaint had been filed with the police regarding this case

Main
reasoning/argumentation
(max. 500 chars)

The Commissioner stated that CYTA and all other companies handling personal data must take all necessary
measures to ensure that access to their systems by hackers is impossible; must be in a position to locate
immediately instances of unauthorised access and must inform all subscribers affected to enable them to take
measures to protect their personal data even if this is likely to cause panic. The Commissioner notes that, on the
other hand, due to continuous technological development, all internet users must bear in mind that no internet
system is absolutely safe as new weaknesses are discovered daily. CYTA assured the Commissioner that according
to audits conducted by external organisations, it offers a high standard of protection and intends to take additional
measures.

Key issues (concepts,
interpretations) clarified by
the case (max. 500 chars)

The Commissioner found that, given that CYTA has taken some measures to address the problem and in view of
the fact that internet systems can never be 100% safe, no sanctions were imposed.

Results (sanctions) and key
consequences or implications
of the case (max. 500 chars)

No fine or other penalty was imposed. The admission of CYTA that for the 2005 internet publication of access
codes no subscribers were informed in order to avoid panic was not taken into account in the decision not to
impose a fine.

Proposal of key words for
data base

Internet system, hackers, access codes

AMNO®AZH

KaraAoyog pe kwdikoUG cuv3pounT®Vv
oT1o AladikTuo

1.1 Tov ®eBpoudpio Tou 2005 evronioTnke ogAida oTo AIadiKTUO N onoia NepIEiXe KATAAOYO HE KwdIKoUC NpoaBacnc Tne
eupulwVvikng unnpeaiag Tng Cytanet i-choice.
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1.3

1.4
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SXETIKA PE TO NEPIOTATIKO AUTO, yia To onoio €ixe unoPAnBei kai napdnovo oto Mpageio pac, {nThoape and Tnv
A.-TH.K. va pac ava@pépel note avakaAuyav Tnv <«kAonm» Twv KwlIKWV, O TI EVEPYEIEC €ixav npoPei yia va
EVNUEPWOOUV TOUC OUVOPOUNTEC TOUG, TI METPA £xouv AABEI yia anopuyr enavaanyne TETOIWV NEPICTATIKWV Kal KATA
nooo £yivav £peUVeG eite ano Tnv A.TH.K €ite ano Tnv AoTuvopia kai noio ATav To anoTEAECHA TOUC,.

H A.TH.K pag avagepe 0TI eETa ano AenTopepn EAEyX0 MOU EYIVE OTOV €V AOYW KATAAoyo, dia®avnke OTI O KWOIKOI
auToi ATav KWdIKoi NPOoRacng ol onoiol XpnaoiponolouvTav anod NeAATeC npiv and duopiol xpovia. KaTtd Tnv nepiodo
€Keivn kanolol katagepav va dieilodUoouv oTo dikTuo i-choice kal va £xouv NPooBacn o€ KAMoIouc KwIKOUC. Agv €ixe
yivel TOTe onoladnnoTe dnuoacicuon KaTaAOyou He TOUuG KwOIKOUG. Avagepe e€niong OTI oI NEAATEC OTOUG OMOIOUG
avikav ol kwdikoi OV PNopouoav va CUYKEKpIYEVONoINBoUv kal £Tol dev evnepwOnKkav TOTE OAOI Ol NEAATEG yia va
anogeuxBei Navikoc.

MeTd Tn dnMooicuon kaTaloyou We Toug kwdikoUg aTo AladikTuo Tov ®eBpouapio Tou 2005, n A.TH.K. enikoivwvnoe
ME TOUG ennPealOPEVOUC NEAATEC e TaXUDPOMEIO KAl TOUG NPOETPEWE va aAAAEOUV TOUG KwIKOUG TOUG. € O00UC eV
gixa avranokpiBsi ¢’ autiv Tnv enikoivwvia, n A.TH.K. okoneue va oTeilel véa unevluUMION WECW NAEKTPOVIKOU
TayudpOEIOU Kal CUOTNHEVNG EMIGTOANG,.

H A.TH.K. otnv anavtnon Tng avagepdnke AENTOUEPWG OTA WETPA Mou €ixe AdBel/ npoTiBetal va AaBel yia tTnv
ao@AAeia kal NpooTacia TWv oucTNUATWY Tou OpyaviopoU Kal TwV NPOoWNIKWY OEJOUEVWY TWV NEAATWV TNG

Ava@epOnke eniong oTnv v AOyw €MICTOAN OTI N UNOBeoN €xel kaTayyeABei kal digpeuvartal anod Tnv AcTuvopia

H A.TH.K. kabw¢ kal OAeC ol €Talpeiec / apxeg / opyaviopoi nou xeipiovral npoownika dedopeva Ba npenel va
AapBdavouv OAa Ta anapaitnTa WETPA WOTE va pnv €ival €Ikt anod pn egouaiodotnuéva npdéowna / hackers
(crackers) n npdoBacn oTa cuUCTAPATA TOUG KAl 0TA NPOCWIKA Oed0UEVA TWV NEAATWV TOUG.

Enionc npénel va ival oe Béon va evronilouv AUeca NEPIOTATIKA TETOIAC KN €€ouaiodoTnuévng npoopaonc. Ta
nePIOTATIKA auTtd dev Ba npEnel va anociwnouvTal aAAad va avakolveVovTdl AUESWS PETA TOV EVTOMIOMO TOUG LE
OUMBOUAEG WG NPOG TNV AVTILETWMICN TOUC, WOTE Ol ennpealOpevol NEAATEC va npoBouv o€ OAEC TIC anapaiTnTeS
EVEPYEIEC YIA NPOOTACIA TWV NMPOCWNIKWV TOUC deDOPEVWY, £0TW KAl AV TETOIA Avakoivwaon meavo va OnuIoupynoEl
navikd Kal va ennPeAcel TV GAKN kai Tnv aglonioTia Toug,.
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3 Ano Tnv aMn nAeupd, Aoyw TNnG ouvexoUc EENIENC TNC TexvoAoyiag, OAol ol XprioTeC Tou AIadIKTUOU MPEMEl VA €XOUV
unown Toug OTI kavéva ouoTnua oTo Aiadiktuo dev €ival anoAuta acpaAliopeévo AOyw Tou OTI kaBnuepiva
avakaAUnTovTal VEEC aduvapieC oTa ASITOUPYIKA CUCTNATA TWV UMOAOYIOT®WV KAl 0Td NPOYPAUKATA ENIKOIVAVIAC Mou
XpnoigonoiouvTal oto AladikTuo, Ol OMOIEC WMopoUV va Xpnoligonoinbouv yia anoktnon Hn £EouciodoTnHEVNG
npdoBaong o€ TETOIA CUCTAKATA.

4 H ATH.K. diaBeBaiwvel 0TI oUPPWVA HE €AEyXOUC anod €EwTEPIKOUC OiKouG JIaBETEl onuepa UWPnAO eninedo
npooTaciac, To onoio cuveyxilel va evnUEPWVEI e EAEYXOUC aoPaleiac kal npoTiBeTal va Aapel emnpooBeTa PETPA.

Me Baon Ta nmio navw kataAn&a OTI unod TIG NEPIOTACEIG, Oev Bewpw OTI Ba npenel va eniBANBei onoladnnoTe XpnuUaTikn n
aAMAn noiviy otnv A.TH.K yia Tnv undBson auTn.

Tuxov enavainyn OpwG Napopolou NEPIOTATIKOU 0To pEANOV dev Ba €xel BeBaiwg Ty idla avTIMETWNION.

FoUAAa ®paykou
Enitponoc NpooTaciag AcdopEvav
MpoownikoU XapakTrpa.

Case title Self-initiated investigation for the breach of the obligation to safely store patients’ personal data at the old General
Hospital of Nicosia
Decision date 07.12.2007
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Reference details (reference Emnitpomog [pootaciog [pocwnikdv Asdopévav
number; type and title of Commissioner for the Protection of Personal Data
court/body; in original
language and English [official
translation, if available])

Key facts of the case Following an article in the press suggesting that patients’ files at the old hospital had abandoned in the old building
(max. 500 chars) and were available for everyone to see, the Commissioner used its powers under the law to conduct a self-initiated
investigation in order to ascertain whether any measures had been taken for the protection of patients’ personal
data, in accordance with section 10 of Law 138(1)/2001% law which requires the controller to “take the appropriate
organizational and technical measures for the security of data and their protection against accidental or unlawful
destruction, accidental loss, alteration, unauthorised dissemination or access and any other form of unlawful
processing.” For this purpose, two officers from the Commissioner’s offices visited the old hospital building who
found that access to the wing in question was free and unobstructed and that patients’ files were indeed left open
and exposed on desks, open shelves and even on the floor in some cases. A subsequent visit revealed that some
measures had meanwhile been taken to improve this situation and that the personal files of patients had been
removed in order to be destroyed. The Permanent Secretary of the Ministry of Health argued that a team from the
Department of Public Works was responsible for the exposure of the files, since it started works on the old building
without informing the Ministry of Health in advance of the precise date. Also, the Ministry argued that the guards
of a private security company which had been hired to guard the building did not follow instructions and were thus

replaced.
Main
reasoning/argumentation The Commissioner found that personal data contained in medical examinations and tests constitute sensitive data
(max. 500 chars) which must be afforded increased protection given that their processing, which includes preservation, notification,

availability etc is prohibited as a rule and allowed only exceptionally in the cases set out in section 6(2) of Law
138(1)2001.°® The Commissioner also invoked section 10(1) of the law which provides that the processing of data

8 Cyprus/ The Processing of Personal Data (Protection of Individuals) Law N. 138(1)/2001.

66 Section 6(2) reads: (2) Notwithstanding the provisions of subsection (1), the collection and processing of sensitive data, is permitted, when one or more of the
following conditions are fulfilled: (a) the data subject has given his explicit consent, unless such consent has been obtained illegally or is contrary to accepted moral
values or a specific law provides that consent does not lift the prohibition; (b) processing is necessary so that the controller may fulfil his obligations or carry out his
duties in the field of employment law; (c) processing is necessary to protect the vital interests of the data subject or of another person where the data subject is
physically or legally incapable of giving his consent; (d) processing is carried out by a foundation, association or other non-profit-making organisation which has
political, philosophical, religious or trade-union aims, and relates solely to its members and such other persons with whom the said association, foundation or
organisation retains relations by reason of its purposes. Such data may be communicated to third parties only if the data subject gives his consent; (e) the processing
relates solely to data which are made public by the data subject or are necessary for the establishment, exercise or defence of legal claims before the Court, (f) the
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is confidential and may be carried out only by persons acting under the authority of the controller or the processor
and only upon instructions from the controller, as well as section 10(3) which requires the controller to take the
appropriate organizational and technical measures for the security of data and their protection against accidental or
unlawful destruction, accidental loss, alteration, unauthorised dissemination or access and any other form of
unlawful processing. The Commissioner referred to the minutes of two meetings conducted for the spatial
management of the old hospital building, according to which no decision was made for the management of the
documents containing sensitive data of patients and stated that it was also proved in practice that no measures were
taken for their protection and the Ministry of Health did not monitor the implementation of decisions concerning
the protection of the building. As a result, the Commissioner found there was a violation of sections 10(3) and
10(4)%" of the law

Key issues (concepts,
interpretations) clarified by
the case (max. 500 chars)

Results (sanctions) and key
consequences or implications
of the case (max. 500 chars)

The Commissioner imposed a fine of 1,500 Cyprus Pounds (2,563 Euros), taking into consideration the willingness
of the Permanent Secretary of the Ministry of Health to immediately adopt measures for the safe keeping or
destruction of the personal data located in the old hospital building.

Proposal of key words for
data base

Sensitive data, patients’ files, hospital protection measures

processing relates to medical data and is performed by a person providing health services by profession and has a duty of confidentiality or is subject to relevant codes
of conduct, on condition that the processing is necessary for the purposes of preventive medicine, medical diagnosis, the provision of care or the management of
health-care services; g) processing is necessary for the purposes of national needs or national security, as well as criminal and reform policy, and is performed by a
service of the Republic or an Organisation or Foundation authorized for this purpose by a service of the Republic and relates to the detection of crimes, criminal
convictions, security measures and investigation of mass destructions; (h) processing is performed solely for statistical, research, scientific and historical purposes, on
condition that all the necessary measures are taken for the protection of the data subjects; (i) processing is performed solely for journalistic purposes or in the
framework of artistic expression and as long as the right to privacy and family life is not violated.

87 Section 10(4) reads: If processing is performed by the processor, the assignment for the processing must be made in writing. The assignment must provide that the
processor shall perform the processing only upon instructions from the controller and that the remaining obligations set out in this section shall also lie on the

processor.
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AuTendyyeATn €peuva yia napapacn TnG UNoXPEWong yia Tnv acpaln uAa&n
TV NPOCWNIKAOV SEGOPUEVOV TOV aoOevav oT1o nalaio F'evikd NoookKoUEio ASEUK®WOIAg

ANMO®AZH

SUPPwva Pe dnuooieupa NG epnuepidac «O DIAeAeUBepoc» oTnv €kdoON TNC NUEpold. 19/3/2007, pe TiTAo
«0Onou ¢’ €Bpw T{' onou pe €RpeIc», To Nahkid Noookopeio AsUukwaiag eykaTaAEiPONKe oTo €AeoC Tou Xpovou,
aM\a kal OAwv O6cwv PnaivoByaivav avevoxAnTol ¢’ autd Kal unnpxav NETAPEVOI anpooTATEUTOI (PAKEAOI Kal
aKTIVOYPAQIeC PE NPoownIKa dedopEva aoBevwv Nou apopolaav IaTPIKEC EEETATEIG.

2. Me Bdon TO dnMOCIEUNA AUTO KAl AOKWVTAG TIC €EOUCIEC MOu Hou xopnyei To apBpo 23(n) Tou nepi
EneEepyaaiag Acdopevwv MpoownikoU Xapaktnpa (MpooTacia Tou Atopou) Nopou Tou 2001, anogacioa va
OlEVEPYNOW QUTENAYYEATN £PEUva We OoKonmo va dlanioTwow KATa MoOoo Ta WETPA yid TNV aopAaleia kar Tnv
npooTacia Twv npoownikwv Oedopeévwv nou diatnpouvrav oTo nalaild Noookopeio Asukwoiag ATav
IKavonoINTIKa kal GUP@WVA HE TIG OXETIKEC dIaTA&EIC Tou apBpou 10 Tou Nopou 138(1)/2001.

3. TNa 7o okonod autd, dUo €IdIkA £EOUCIODOTNKEVOI and €péva AEIToupyoi Tou Fpageiou Jou emokEPOnKav Tnv
idla nuépa To naAaid Noookopeio Asukwaoiag kal ouykekpipeva Tn Wuxiatpikn MTeépuya, onou dianioTwoav OTI
dieEayovTav epyaacieg enidiopbwong/ eniokeung and unaAAnAoug Tou TURKaTog Anpooinv Epywv.

4. O1 Aeitoupyoi Tou pageiou pou €IoNABav and Tnv KevTpikn €i0odo Tou NOGOKOWEIOU XWwPIiC va Toug
{nTnBolv onoleadnnoTe NAnpo@opieg and To QPOuUpOd Mou PPICKOTAV €KEI KAl MPOXWPNOAV OTO KTIiPIO TNG
WuxiaTpikng KAIVIKNAG Xwpic va ouvavTroouv onoiegdnnoTe ONPAVoEIC yid anayopeucn TnG £I0600U OTO XWPO N
onoladnnote uaoika eunodia. Ztnv €icodo Tng Wuxiatpikng KAIvikng, n nopTa Tng omoiag ATav avoikTh,
ouvavtnoav Tn Mpappareiakr Asiroupyd Tou NOGOKOREIOU, N 0Moia GUUNTWHATIKA BPIOKOTAV OTNV NTEPUYA.

5. O1 Aeiroupyoi Tou pageiou pou €ionABav oTo xwpo onou dianioTwoav OTI UNAPXav €YKATAAEIYPEVA Kal
anpooTdTeuTa €yypaga Me npoownikad Oedopeva acbevav (nou e€ixav VOoNnAeuTel oTnv ATEPUYA) ONWG
EYKEPANOYPAPNMATA, 1ATPIKEC eKOECEIC (reports), @akeAol, unTpwa acBevav (BIBAia), akTivoypagiec kal va
OeATIO TAQUTOTNTAG A0BEVOUC.
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Ta mo navw €yypaga Bpiokovrav apUAAKTA Kal EKTEDEINEVA OE AVOIKTOUC (poplapoUc, avolkTd pagid, ypageia
Kal 0TO NATwWA, £TCI MOU O OMNOIOGOANOTE TPITOC NEPIANAPBAVOREVWV TwWV UNAAAAwV Tou TuRpaTog Anpooiov
'Epywv 6a pnopolos va €xel eUkoAn Npoopacn ¢’ auTd, va Ta KATaoTPEWEI 1) KAl va Ta UNOKAEWEI/ uneEaipEoel.

6. Me enioToAr pou npog To Mevikod AleuBuvTn Ynoupyeiou Yyeiag, pe ap. ¢ak. A/M 11.17.001

24/2007 ka1 nuepol. 21/3/2007, {\Tnoa TIG anoyelg/ BECEIC TOU OXETIKA HE TIC MO NAVW JIAnIOTWOEIC KAl ToV
KGAeoa va AdBel auéow¢ Ta anapaitnta METPA yid TNV doQAA€ild  Kal NpooTacia Twv eyypapwv/
EVTUNWV Mou NEPIEIXav Npoownika dedouéva Kal BpiokovTav oTo XwPo Tou naiaiol NooOKOUEIoU.

7. O Tevikog AlcuBuvTic Tou Ynoupyeiou Yyeiag, Ye €mOTOAn Tou We ap. ak. Y.Y.5.24.13(2) kali nUEPOW.
28/3/2007, dev ap@ioBATNOE TIG dIANIOTWOEIC TWV AEITOUPYWV Tou pageiou Jou OTI KATA TOV EAEyXO Nou
dleviipynoav oTic 19/3/2007 Bpednkav apnuéva £yypaga Pe Npoownika 0edopEva aoBevwv Xwpic va AngBolv
METPA ao@AAelag, aA\a e NANPOPOPNCE Yia OPICKEVA PETPA NMOU ANPONKAV €K TwV UCTEPWV YIA TNV aoPAAEla
Twv Oedopevwy. ‘OTav OTn Ouvéxela AsIToupyoi Tou Mpageiou emokEPONKav &ava yia okonoug eAEyXou TO
nalaid Noookopeio Acukwaiag oTic 3/4/2007, dianioTwoav OTI ANPOnKav kanola WETPA nou BeATiwoav Tnv
KaTaoTaon kal akoAoUBw¢ oTig 29/5/2007 dianioTwaav OTI TO UAIKO e Ta Oedopéva Npoownikou XapakThpd
gixe METaPePOEei yia kaTaoTpoPr PE TN HEBODO TNG avakUKAWONG.

8. e ouvavtnon Pou Me To Tlevikd AlsuBuvthy Tou Ynoupyeiou Yyeiag, nou Eyive oTo pageio pouU OTIG
3/5/2007, o levikog AleuBuvTig Oev ap@IoBATNOE TIG IAMICTWOEIC TwV AEITOUPYWV Tou Mpageiou pou.

9. O Tevikog AlguBuvTng Ynoupyeiou Yyeiag, We TIG ENIOTOAEG TOU WE ap. ¢ak. Y.Y.5.24.13(2) kal Pe NUEPO.
14/5/2007 ka1 30/7/2007, avepepe OTI EyIVAV GUOKEWEIG NPIV TN YETACTEYACN TOU VOCOKOWEIOU OTO KavoUpyIio
KTipIo kal AfPONKav ano@AaceI yia CUYKEKPIYEVA PETPA aoPAAEIG. TNV EMIGTOAR Tou nuepop. 14/5/2007, o
levikog AleuBuvTnig Ynoupyeiou Yyeiag avépepe, PeTa&l aMwv, OTI guvepyeio Tou TuRPaTog Andociwv ‘Epywv
avoiEe dwATIa OTNV YUXIaTPIKN NTEPUYA Kal EEKivnOEe TIG €pyacieg Xwpic va €100MoINCel To YMNOUPYEIO yia Thv
akpIBy nuepopnvia €vapéng Twv epyaciwv, yI' autd BpéBnkav a@UAAKTA MNPOoownika OedopévVa XwpiG va
AneBoUV kaTtdAAnAa pETPa acPaleiag kal 0TI ol pPoupoi dev Epappooav TIG odnyieg nou Toug sixav doBsi kal yiI’
auTd n €TalpEia acPAAEIAg avTikaTEOTNOE OAQ Ta NPOOWNA MOU anacXoAouoe yia TN QUAAEN Tou Xwpou Tou
naAaiou Mevikou NOOOKOpEIOU AeUKwaIac. ZTnv enioToAn Tou pe nuepopnvia 30/7/2007, o Mevikdg AleuBuvTAG
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enaveaape Tov I0XUPIoKO OTI Ta PETPA Ao@AAElac napapiaoTnkav AOyw TNG EUNAOKNG Tou TUNUATog Andooinv
‘Epywv.

10. SUpQwva pe Tov nepi EneEepyaciac Asdopévav MpoownikoU Xapaktnpa (MpooTtacia Tou ATOMOU)
Nopo Tou 2001 (N. 138(1)/2001 kai 37(1)/2003):

(a) Ta npoownika OedOUEVA MOU MEPIEXOUV Ol IaTPIKEC €EeTATEIC/ avaAuoelC ival euaiodnTa dedopéva,
Ta onoia NPEnel va Tuyxavouv auénuevng npooTaaciac dedopEvou OTI N eneEepyaaia Toug (n onoia NepIAapBAvel
TN QUAAgn, koivonoinon, d1aBeon kAn) katd kavova anayopelsTal, emiTpensTal e kat’ €E€aipeon POVO OTIC
NEPINTWOEIC MOU avapepovTal aTo £dAgIo (2) Tou apbpou 6 Tou NOpou.

(B) ZUpQwva pe TIc diaTa&eic Tou apbpou 10(1) Tou Nopou «n eneEepyaania dedopevwv gival andoppnTh.
AIEEAyETal ANOKAEIOTIKA Kal HOvVo anod npdowna nou TeAoUV unod Tov EAeyX0 Tou uneuBuvou ene€epyaaiag r Tou
EKTEAOUVTOC TNV enegepyaaia kal HOVO KaT’ EVTOAN Tou».

) UpQwva Og, Pe TIC diaTa&eic Tou edagiou (3) Tou idlou apBpou, «o UNeUBUVOC eneEepyaaiac oPeiAel
va Aappavel Ta kataAnAa opyavwTiKa Kal TEXVIKA HETPA yia TNV ac@aleia Twv deGOPEVWVY Kal TV NpoaTaaia
TOUuG and Tuxaia n aB&uITn kataoTpo®n, Tuxaia anwAeia, aloiwon, anayopsupevn 8iadoon n npoécBacn Kai
KABe AAAN pop®r abePITNG enegepyaaoiacy.

11. ‘Onw¢ Paivetal and To NePIEXOPEVO TwV MPAKTIKWY TwV CUCKEWEWV NUEPOU. 5/9/2006 kai 30/8/2006
nou npaypartonoindnkav yia Tn Olaxeipion ToOU XWPOU Kal Tou KTipiou Tou nahaiou levikou Noookopeiou
Aeukwaiag, kayia andgacn dev €ixe AnpBei 6oV agopd Tn dlaxeipion eyypaPwv Mou MePIEXaV Npoownika
dedopéva aobevwv Ta onoia ePpiokovto oTo Mahaid Noookopeio Asukwoiag kal Ta METPA acPAAEIGG TOUG.
Akopa kai €av yivel OekTO OTI UNNAPXE OXEOIAOMOCG Kal NPOYPAHMa yia TNV acQaiela Twv KTIpiwv, Onwg
anodeixbnke otnv npa&n Oev ndpbnkav eUAoya WETPaA acpaleiag, apou To Ynoupyeio Yyeiag dev Aoknoe
orolodnNnoTe E€AEyXo O€ OOOUG €ixe avabeéoel Tnv €uBUvn UAOMOINONG OUYKEKPILEVWY aMOPACEWV MouU
agopoucav Tnv acPaisia Twv KTipiwv (napadoxr 0TI Xwpig ouvevvonon To Tunua Anuoocinv Epywv agnoe
EekAEIdWTOUC TOUG XWpPoOuG ME Ta aguAakta Oedopeva, napadoxr OTI PETAYEVEOTEPA GUMMANPWONKE n
nepippagn Tou Xwpou Tou naAaiol kTipiou Tou Mevikou Noookopeiou Asukwaiag, napadoxn OTI oI PPOUPOI TNG
ETAIPEIC AOPAAEIAC YETAYEVEDTEPA AVTIKATACOTABNKAV neidr dev pUAAEav To XwpPo).
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12. O1 dIanIoOTWOEIC TWV AEITOUPYWV Tou pageiou pou OTI KATA TOV £AEyXO Mou JIEvrpynoav oTIC
19/3/2007 oTo XWPO TNG WuXIATPIKAG KAIVIKAG Tou nahaiol Noookopegiou Asukwaoiag eixav agebei euaiobnta
npoownika dsdopéva aobevwv Xwpic va AngBolv Ta anapaitnTa yia Tnv nepInTwon PETPA aogaAeiag, dev
apeiopnTidnkav. O dIAaNICTWOEIG AUTEC avapEPOVTal Kal OXETI(OVTaAl JE T PETACTEYAON Tou nalaiou MevikoU
NOOCOKOWEIOU O VEO KTIpIO KAl ouVIOTavTdl OTn Hn IKAvornoinTIKr €NONTEId TNG UAOMOINONG TWV andpaiTNTwv
METPpWV ao@aielac yia Tn QUAAEn TG00 TOU XWPOU OCO KAl TOU TUXOV MEPIEXOMEVOU TWV KTIPIWV, OnNwg
EYYPAPWV MOU MNEPIEXAV NPOoWNIKA dedOUEVA.

‘Ocov agopda onoladnnoTe Eyypaga n EvVTuna nou Mnepigixav npoownika dedopeva Ta onoia napePeivav oTo
naAaid Mevikd NOOOKOWEIO HETA TN PETAOTEYAOH TOU, akOUa kal av dexBoUupe OTI auTa dev ATAv anapaiTnTo va
dlatnpnBoulyv, Ba Enpene va kataoTpa@ouv yia va Pnv unapxel n duvatoTnTa va anokaAupBei TO NEPIEXOUEVO
TOUG,.

>e enioToAn Tou Mevikou AlsuBuvTn Tou Ynoupyeiou Yyeiag pe nuepopnvia 30 IouAiou 2007 kal o avTiypagpo
€MOTOANG TNG AleuBivTpiac Twv IaTpikwv Ynnpeoiwv Kal YNNpeoiwv Anuooiag Yyeiag eKpEPOVTAl OPIOHEVEC
anoyYeIC w¢ NPoc To MoIoG ATav uneubuvog yia To oupPav, Bewpw OPWC OTI €0TW Kal av €ixav NpooAngOei
EMMNEIPOYVWHOVEG yia TO OXeQIAOMO Kal uAonoinon TNG METAOTEYAoNG, TNV €uBUvn TNG YEVIKAG EMONTEIAQC Kal
d1aKpiBWONG TNG CUPHOPPWONG OAWV TWV EUNAEKOMEVWV EIXE TO YMNOUpYEIO.

13. 'Exovrac unown OAa Ta mio NAvw Kpivw OTI oTnv und €&Etaon undBeon unnp&e napapacn Twv
dlata&ewv Tou apbpou 10(3) kai (4) Tou Nopou 138(I)/2001 nou avagepovTtal oTnv nap. 10 mo navw kai agpou
€AaBa unown O6Aa 6oa avagépdnkav ano To Mevikd AleubuvTn Tou Ynoupyeiou kabwe kal Tnv npobupia Tou va
@povTIioEl yia TNV dueon Awn Twv anapaitnTwv PETPWV nou Ba cuveTeivav aTnv €6ac®AAIon 1kavomoInTIKNG
ao@AaA&iag n yia TNV KatacTpoPr TWV NPOCwNIKWV JEDOUEVWV MOU EUPIOKOVTAV OTO XWPO Tou naAaiou Mevikou
Noookopeiou ano@daocioa OTI n und TIC NEPIOTACEIG eVOEIKVUOUEVN KUpWON €ival n €niBoAn TnG XPNHATIKAG
noivig Twv XIAiwv nevrakoaiwv Aipwv (£1.500).

FoUAa ®paykou
Enitponoc MpooTaciac Acdopevwv Mpoownikou XapakTnpa
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Case title

Complaint no. A/P5/2008 against the Permanent Secretary of the Ministry of Health for failure to locate the
medical file of a patient at the Nicosia General Hospital

Decision date

24.07.2008

Reference details (reference
number; type and title of
court/body; in original
language and English [official
translation, if available])

Enitponog [Ipootociog [Tpoconikdv Asdopévav
Commissioner for the Protection of Personal Data

Key facts of the case
(max. 500 chars)

The complainant had filed a complaint to the Ombudsman for the failure of the Nicosia General Hospital to locate
his medical file. The Ministry of Health informed the Ombudsman that the complainant’s file could not be located
as a result of the transfer of the hospital to its new building. The Ombudsman referred the case to the
Commissioner for the Protection of Personal Data for investigation. The Ministry of Health did not respond to the
Commissioner’s repeated letters, upon which the Commissioner concluded that the complainant’s file had indeed
been irretrievably lost.

Main
reasoning/argumentation
(max. 500 chars)

The Commissioner referred to section 17 of the Law on Protection of the Rights of Patients of 2004 (N. 1(1)/2005)
according to which the competent health service provider is obliged to maintain medical records where the progress
of the patient’s treatment is recorded, including detailed information on the patient’s identity, the treatment applied,
previous medical history, the diagnosis, etc. Under section 18 of the same law, a patient has the rights of
information, access and objection in relation to data concerning himself included in the medical record. The right to
be informed, to have access to and to object to the processing of data relating to one’s person are also safeguarded
in sections 11, 12, 13 and 14 of the Law on the Protection of Personal Data N. 138(1)/2001. Furthermore, the
Commissioner found there was a violation section 10(3) of Law on the Protection of Personal Data N. 138(1)/2001,
which requires the controller to take the appropriate organizational and technical measures for the security of data
and their protection against accidental or unlawful destruction, accidental loss, alteration, unauthorised
dissemination or access and any other form of unlawful processing, as well as a violation of section 17 of the Law
on Protection of the Rights of Patients of 2004 (N. 1(1)/2005) (above) liability for which does not require the
existence of intent.

Key issues (concepts,
interpretations) clarified by
the case (max. 500 chars)

The Commissioner’s decision establishes that the data controller has a strict liability to maintain data and offer
access to such data to the data’s subject, breach of which leads to an offence irrespective of whether there was
intent on the part of the controller or not.
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Results (sanctions) and key A fine of Euros 2,000 was imposed on the Ministry of Health.
consequences or implications
of the case (max. 500 chars)

Proposal of key words for Hospital, medical file, lost
data base

Napdanovo pe ap. A/MN 5/2008 kata Tou evikoU AisuBuvtn Ynoupyegiou YYEiag
yla aduvapia evroniopou 1aTpikoU pakéAou agBevoug Tou FevikoU Nogokopgiou Asukwaoiag

ANMO®AZH

O k. Z.A. unéBaAe oTic 12 Iavouapiou 2007, napanovo oto lpageio TnG EnTponou AIOIKAOEWG KATA Tou [evikou
Noookopeiou Asukwaoiac. O napanovoUPevog evenAdkn o 0dIkO duaTUXNKa kal voonAeUTNKeE 0To BAAQUO TOU
OpBonedikoU TunuaTtog Tou levikou Noookopeiou Acukwoiac. To NoéuBpio Tou 2006 anoTddbnke oTn
AiguBuvon Tou Noookopegiou yia va Tou 00Bsi 0 1aTPIKOG (PAKEAOG TOU Yyid OKOMOUG aywyng Evmiov
dIkaoTnpiou.

2. O Tevikdg Aleubuvtng Tou Ynoupyeiou Yyeiag, Ye emoToAn nou aneéoTelle oTnv EniTpono Aloiknoswg oTic 24
Maiou 2007, Tnv nAnpo@opnoe OTI 0 PAKEAOG TOU MApAnovoupevou Oev kaTeoTn duvato va aveupebei. O
AOYOC, ONWC avePePe, OPEINETO OTNV eNegiyouoa PHETAaoTEyaon Tou Mevikou Noookopegiou Asukwaiag, n onoia dev
ENETPEYE TNV TAEIVOUNON Kal apxeIoBETNON OAWV TwV PAKEAWV OTIG VEEG EYKATAOTACEIG.

3. H EniTponog AIOIKNOEWG, PE EMIOTOAN TNG ME ap. ¢ak. 74/2007 kai nuepol. 5/6/2007, pou koivonoinoe Tnv
'ExBeon TNG ava@opikd e To Napanovo Tou k. Zapip ApvaouT e ap. A/M 74/2007 kai nuepoy. 5/6/2007 kata
ToUu Ynoupyeiou Yyeiag, woTe va emnAn@Bw AOyw appodioTnTag Tou BEpaTtog TnG aocpaioUs QUAAENG kal
NpPooTaciag Twv NPoownikwv dEGOUEVWY TOU NApanovoUEVOU.

4, H EniTponog AIOIKNOEwG, WE €NIOTOAN TNG ME ap. ¢ak. A/M 74/2007 kai nuepop. 19/11/2007, evnuepwae Tov
napanovoupevo OTl 0 Mevikdg AleubuvTiic Tou Ynoupyeiou Yyeiag Tnv evnuépwoe Eava nepi To NoEuBpio Tou
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2007, OTI 0 1ATPIKOG TOU (PAKENOC dev KATEOTN duvaTto va aveupebei (o pakeloc Tou Ynoupyeiou Yyeiag pe ap.
Y.Y. 11.17.07.1.182 €ival GXETIKOG).

5.1 SUppwva Pe To apbpo 17 Tou nepi KatoxUpwong kail MpooTaciac Twv AIKAIWPATOV Twv AcBevav NOpou Tou
2004 (N. 1(1)/2005), o apuoddIog NAPOXEAG UNNPECIMV UYEIQG, OPEIAEl va Tnpei 1aTpIKA apyeia, ornou epgaiveral
n nopeia Tng Oepansiac Tou acBevy. Ta apxeia autd neplAauBavouv AenTopepn OToIXEi@ Ta oroia
npoodiopilouv TNV TAUTOTNTA TOU acBevr) KAl ToU appodiou MApoxXEd UMNPECIWV UYEIQC, KaBwe Kal 1aTpIKn
nAnpopoOpNCN avapopika Ye Tn Bepancia nou AapuBavel o aoBeviic, TO NPONYOUHEVO IATPIKO 1I0TOPIKO TOU, TN
didyvwaon TnG napolaoac IaTPIKAC KATAOTACNG TOU Kal TNG BEpaneuTIKNG aywyng Nnou NapeXETal.

Avaloya pe Tnv nepinTwon, n dielbuvon Tou 1aTpIkou 1IdpUNATOC N 0 apHOdIog NApOXEAG UMNPECIWV UYEIAC EXOUV TV
€uBlvn yia TNV TAPNON Kal QUAAEN TAKTIKWV KAl EVNHEPWHEVWV IATPIKWV APXEiWV, oUPPWVA PE TOUC NEPI
EneEepyaaiag Asdopévwy MpoownikoU Xapaktripa (MpooTacia Tou ATopou) Nopoug Tou 2001 kar 2003.

5.2 Baoel Tou apBpou 18 Tou N. 1(I)/2005, o acbevng Exel dikaiwpa evnuEpwaonG, NpdoBacng kai avrippnong os
oX€an HE NAnpoPopiec nou apopoUlVv Tov idIo nou nepiAauBavovTal oTa IaTpIKA apxeia kal katd Tnv Aoknon
TV OIKAIWHATWY AUTWV £PapuolovTal avTioTolxd, TNPOUHEVWY TwV avaloylwv, ol dIaTagelg Twv apbpwv 11
€w¢ 14 Twv nepi EneEepyaciac Acdopevawv MpoownikoU Xapaktipa (MpooTacia Tou ATopou) Nopwv Tou 2001
kal 2003 kal Twv nepi EneEepyaciag Asdopevwv (Adeiec kal TeAn) Kavoviopwv Tou 2002. To dikaiwpa
npdoBaong Tou aoBevouc OTa IATPIKA TOU Apxeia Tou napexel Tn duvatoTnTa va AauPavel, aueoa n upeca dia
TOU VOMIPOU avTINPooWrou Tou, MANPOQOPIEG MOU E£ival KATAXWPNHEVEC OTA ApXEia auTda r avtiypapo N
anoonacpa auTtwv.

5.3 SUPQwva Pe TIC npovole¢ Tou apBpou 25 Tou N. 1(I)/2005, napoxéac unnpeciwv uyeiag nou napapialel
ornoladnnote ano TIg diaTa&eig Tou apBpou 17 eival €voxog adIKNUATOG Kal, TNPOUHEVWY TWV avaloylwvy,
TUYXAvouv epappoync ol diaTta&elg Twv apbpwv 25 kalr 26 Twv nepi EneEepyaoiag Asdopevwv Mpoownikou
Xapaktnipa (MpooTacia Tou ATopou) Nopwv Tou 2001 kar 2003. Tia Tn oToIXeloBETNON adIkNKATOC, OUVAUE
TOU Mo nNavw £dagiou, dev anaiTeital n Unap&n NPOBeaNG N enayyeAUATIKNG AUEAEIAC.

5.4 To €dagio (3) Tou apbpou 10 Tou nepi EneEepyaciag Aedopévwv MpoownikoU Xapakthipa (MpooTacia Tou

ATOpou) Nopou, avabeTel OToV EKACTOTE UNEUBUVO €NEEEpyaniac TNV UNOXPEWON Yia TN ANWN TwV KATAANAwv
OPYaVWTIKWV KAl TEXVIKWV WETPWV Yia TNV aoPaiela Twv OedOMEVWY Kal TNV NPOCTACcia TOUug anod Tuxaia n
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abEuITn KaTaoTpo®r), Tuxdia anwAeia, ailoiwon, anayopsupevn diadoon ry NnpdoBacn Kai Kabe AAAn popon
abeuiTne enegepyaciac. Ta pETpa autd, npénel va Eaocgalifouv €ninedo ao@AAelag avaloyo npoc Toug
KIVOUVOUC NMou ouvendayeral n ene€epyaoia kal n epuon Twv dedOUEVWY MOU ival avTIKEIMEVO TNG eneEepyaaiac.

To apBpo 25 Tou Nopou 138(I)/2001, napéxel otov Enitpono MpooTtaciac Asdopévwv TNV appodioTnTa
€MIBOANG JIOIKNTIKWV KUPWOEWV OE NEPINTWAON Nou dlanioTwoel 0TI ol uneuBuvol eneEepyaaiag £xouv dianpatel
napapacn Twv UNOXPEWOEWV TOUC Nou anoppeouv ano Tov N. 138(1)/2001.

Me enioToAr pou e ap. gak. 11.17.001 A/M 5/2008 kai pe nuepop. 17/1/2008, nAnpopodpnoa Tnv Av. Fevikd
AleubuvTn) Ynoupyeiou Yyeiag 0TI anopaocioa va €EETACw TO MAPANOVO, TO OMOI0 €K NPWTNG OWEWG aAPopd
napaBaocn TNG UNOXPEWONG TOU apHOdIoU NApoxEa UMNPECIWV UYyeiag yia Trnpnon kair diapuAa&n 1aTpikou
pakelou pe Baon 1o apbpo 17 Tou N. 1(I)/2005 kai TV kaAeoa va unoBdaAel Ta oxOAia/0€an TNG vTOC TPIWV
€BOOUAdWY anod TNV nuepounvia Tnc enioToAnG. Eneidny dev €é\aBa Ta oxOAla TNG evrog TNG KABopIoPEVNG
NpoBeayiacg, Ye TNV TAUTAPIOUN ENICTOAR HOU NUepoW. 22/2/2008 {nTnoa Tnv €niongeucn TnG unoBoAng Touc,.

Aev unnp&e onoiadnnoTe €EEAIEN, yI' QUTO WE TNV ENIOTOAN Hou We ap. ¢ak. 11.17.001 A/M 5/2008 kai nUEPO.
14/3/2008 nAnpo@opnoa To levikd AleubuvTtry Ynoupyeiou Yyeiac OTI av dev €xw Ta OXOAIQ TOu €vTOG OUO
€BOoUadwv Ba Bewprow OTI e€akoAouBei va 1oxuel n napadoxn Tou (BA. nap. 2) 6T 0 PpAakeAoC Tou acBevoug
Exel anoAeoBei kal Tov nPoeIdonoinoa yia To eVOEXOMEVO va npoxwpnow PBacel Tou apbpou 25 Tou N.
138(1)/2001 oTtnv enmiBoAn JdIoIKNTIKAG KUpwoNnG evavTtiov Tou. MapnABe kai autn n npobeopia anpaktn kai
MEXPI Onuepa Oev &xw AaBel onoladnnote oxOAld Tou kab’ ou To mapdmovo. ¢ ek ToUToUu Bewpw OTI
€EavTARBNKe KABE Xpovikd NePIBWPIO yia TNV AOKNON Tou JIKAIWHATOC NPonyoUdevNG akpdaong Tou uneuduvou
ene€epyaoiag npiv and Tnv nifoAn dloikNTIKAG KUpwWaONG, Onw¢ npovoei To €dagio (2) Tou apbpou 25 Tou N.
138(1)/2001.

'Exovrac undwn OAa Ta mio navw kai 1diaitepa Tnv napadoxn Tou Fevikou AieubuvTn Ynoupyeiou Yyeiag nou
avagEPETal oTnv nap. 2 TnG napouonc Anogaonc OTl 0 IaTPIKOG PAKEAOG TOU MAPAnovouuevou K. X.A. dev
KaTeoTn duvaTtd va aveupebei, pe anoTEAEOPA O NApanovoUREVOG va WNV WMopEi va acknoel To dikaiwpa yia
npdoBacn oTa npoownika dedopéva uyeiag Tou Baocel Tou apBpou 18 Tou N. 1(1)/2005 kal Tou apbpou 12 Tou
N. 138(I)/2001, Aoyw Tng napapacng Tng unoxpewong ek Tou edagiou (3) Tou apbpou 10 Tou N. 138(1)/2001
TOUu uneUBuvou ene€epyaciac yia ANWn Twv KAaTaANAwv PETPWV yia TNV aoPAAeld Twv OedOUEVWV Kal TV
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NpooTacia Toug anod Tuxaia anwAesia, anopdcioa Bacsl TNG Eouciac nou pou napexel To apdpo 25(1) Tou N.
138(1)/2001 Tnv enmiBoAn TnG SIOIKNTIKNAG KUPWAONG TNG XPNHATIKAG NOIVAG Twv dUo XIANIadwv eupw (€2,000).

FoUANa ®paykou
Enitponoc MpooTaciac AcdopeEvwY
MpoownikoU XapakTnpa
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